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Introduction to the Exchange Server 2003 Management Pack for Operations Manager 2007

The Exchange Server 2003 Management Pack for Operations Manager 2007 includes an extensive set of monitors, rules, views, tasks, knowledge, and reports for managing Microsoft Exchange Server 2003. These resources help you keep your organization's Exchange Server 2003 environment in a healthy state. 

The following table provides an overview of the Exchange Server 2003 Management Pack monitoring functionality that is enabled through Operations Manager 2007.

	Exchange Component
	Monitoring Functionality

	Exchange client access
	
Microsoft Messaging Application Programming Interface (MAPI) Logon State monitoring


Performance measuring and alerting

	Exchange mail flow
	
State of synthetic e-mail flow


Performance measuring and alerting

	Exchange back end
	
Directory Access monitoring and alerting


Mailbox status


Public folder status

	Exchange front end
	
Microsoft Outlook Web Access (OWA) monitoring


Microsoft Outlook Mobile Access (OMA) monitoring


Microsoft Exchange ActiveSync monitoring


Performance measuring and alerting

	configuration and security
	
Data Store mount status


Exchange best practices

	Exchange and related service monitoring
	
Exchange services monitoring


Exchange messaging-related service

	operating system metrics
	Monitoring and alerting of specialized operating system metrics

	Exchange Event Log monitoring
	
Comprehensive rules for Exchange


Detailed product knowledge on events

	Exchange Topology discovery
	
Organization-wide Exchange Topology discovery


Topology diagram view


Document Version

This guide was written based on version 6.0.6702.0 of the Exchange Server 2003 Management Pack. 

Getting the Latest Management Pack and Management Pack Documentation 

For the latest management packs for Operations Manager 2007, see http://go.microsoft.com/fwlink/?LinkId=82105. For the latest version of the management pack guides for Operations Manager 2007, see http://go.microsoft.com/fwlink/?LinkId=85414. 

Changes in This Update

The following list contains the issues that are fixed in version 6.0.6702.0 of the Exchange Server 2003 Management Pack.


Fixed issues in product knowledge articles.


Fixed issue with version number for Exchange Server 2003 discovery. The discovery now checks the registry key HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Exchange\setup\newestbuild for a range of version numbers that are greater than or equal to 6944 and less than 9000.


Added missing descriptions.


Changed default time-out value to 300 seconds for the following discovery rules:


Exchange 2003 Topology Discovery


Exchange 2003 Database Discovery


Exchange 2003 Active Sync Discovery


Exchange 2003 Outlook Mobile Access Discovery


Exchange 2003 Outlook Web Access Discovery


Exchange 2003 Queue Discovery


Exchange 2003 Server Role attribute Discovery


Exchange 2003 Mailflow Discovery


Changed default time-out value to 300 seconds for the following monitors and rules:


SSL should be enabled


Log Files Truncated Monitor


SMTP Queues Monitor


Performance Collection Rule for Exchange ActiveSync logon latency


Performance Collection Rule for MAPI logon latency


Performance Collection Rule for Outlook Mobile Access logon latency


Performance Collection Rule for Outlook Web Access logon latency


Performance Collection Rule for Mail flow receiver


Event Collection Rule for Publish_ExMP_Data


Check Mailbox Store Monitor


Check Services Monitor


Check Services Frontend Monitor


Disk Space Monitor


Disk Space Monitor (Three States)


Exchange Active Sync Monitor


Exchange MAPI Logon Monitor


Outlook Mobile Access Monitor


Outlook Web Access Monitor


Exchange Mail Flow Monitor (Receiver Part)


Exchange Mail Flow Monitor (Sender Part)


Query local Domain Controllers


Fixed sort in alert views.


Changed display name for class Microsoft.Exchange.ApplicationComponent from “Exchange Component” to “Exchange Application Component” to differentiate it from the class Microsoft.Exchange.ExchangeComponent.


Fixed issue where topology discovery would fail when an Exchange Server did not have an agent installed. The topology discovery script now only discovers agent-managed Exchange servers, and each agent discovers only itself. The topology script needs to be enabled on all Exchange servers in order to see a complete topology.


Fixed an issue with some performance rules failing to collect data.

Changes in the 6.0.6387.0 Update

The following list includes all of the changes contained in this update of the Exchange Server 2003 Management Pack.


Removed Exchange front end service state monitors that would cause duplicate alerts to be generated.


Updated the KnowledgeBase for Performance Collection Rules for Mail flow receiver, Exchange Mail Flow Monitor (Sender Part) and Exchange Mail Flow Monitor (Receiver part) to clarify how these should be configured. 


Updated the alert description for ExBPA alerts to direct the administrator towards the ExBPA events view since more than one issue may have been found, while only one alert is generated. 


Changed the scripts for the Exchange Mail Flow Monitor (Receiver Part) so that setting the number of Max missed runs override now works, enabling users to set a threshold for when mailflow alerting should occur.  


Documented supported overrides for Mail Flow monitoring in the Exchange Server 2003 Management Pack guide. For more information, see the “How to Configure Mail Flow Monitoring” section of this guide. 


Changed the top level display name of the folder in the Operations Manager 2007 console to be “Exchange Server 2003”. Note that all Operations Manager 2007 console users will need to clear the console cache for this to display correctly. 


Changed the Collect_Message_Tracking_statistics script so that it generates an alert if it can’t access the message tracking logs. 


Added logic to collect event 9950 from the Check_Mailbox_Store_Status.Monitor, enabling users to find which store was dismounted.  


Removed the override from the “SSL Should be Enabled” monitor specifying the list of servers to be excluded from the Secure Sockets Layer (SSL) check. Added documentation in the Exchange Server 2003 Management Pack Guide for how to handle this scenario. For more information, see the “How to Configure SSL Monitoring” section of this guide.


The sensitivity of all Self Tuning Threshold rules and monitors in the management pack was lowered, increasing the threshold at which the monitors alert. 

For this management pack version, the following Self Tuning Threshold monitors have been disabled and replaced with static “consecutive samples over threshold” monitors:  


MSEchangeIS\RPC Averaged Latency


MSExchangeIS Mailbox\Send Queue Size


SMTP Server\Remote Retry Queue Length


SMTP Server\Local Queue Length


SMTP NTFS Store Driver\Messages in the queue directory


MSExchangeIS Transport Driver\TempTable Current


SMTP Server\Remote Queue Length
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Note 

The Self Tuning Threshold monitors above are still in the management pack, but disabled by default.

For more information, see the “How to Configure Self Tuning Threshold Monitors” section of this guide.


Updated several display strings and alert messages in the management pack. 


Removed the reference to the Backwards Compatibility Management Pack. Removed the Exchange Server Configuration Report, as this was dependent on collecting Backwards Compatibility Management Pack properties.   


Updated the Active Client Logons by day report to display the correct data. 


Updated the Exchange Information Store Usage report to display the correct data 


Updated the Exchange Message Transfer Agent (MTA) Usage report to display the correct data. 


Updated the MTA Work Queue Length by day report to display the correct data. 


Updated the Top 100 public folders by message count report to display the correct data. 


Updated a number of scripts that collect data mainly for reporting purposes to correctly collect data if the managed server running Exchange uses locales other than US English. 


Updated the monitor checking the Extensible Storage Engine (ESE) Log CheckPoint Depth so that it collects the correct counter and can alert appropriately. 


Updated the Knowledgebase for the Outlook Web Access Logon Failure performance collection rule to clarify its behavior and available overrides. 


Updated the Disk Space Monitor to generate warning or error alerts depending on the condition, also changed it to a 3-state monitor. For documentation of this monitor, see the “How to Configure Disk Space Monitoring” section of this guide. 


Updated the Exchange Topology Discovery script to generate less data. Removed discovery of the AdminGroup and RoutingGroup instances, which were not used in the topology diagram. Added an override to the Topology Discovery script to control whether Routing Group connectors should be discovered or not. The default value for this override is “true”. 


Updated the Exchange Server 2003 Management Pack Guide with instructions for monitoring the MTA service on clustered servers running Exchange. For more information, see the “How to Configure Exchange Server Clusters to be Monitored” section of this guide. 


Updated report descriptions in the management pack. 


Updated the management pack guide to new format. 

Known Issues in This Management Pack Version 

The following is a list of known issues in this version of the Exchange Server 2003 Management Pack: 


Folder names and view locations have been changed in this version of the management pack. Operations Manager 2007 console users will need to clear the console cache in order for this to display correctly.  


If you upgrade the Exchange Server 2003 Management Pack from a previous version, the report names (display strings) for five of the reports are not shown correctly. This applies to the SMTP Out: Top 100 Senders by Size, Top 100 Mailboxes by Message Count, Top 100 Mailboxes by Size, Top 100 Public Folders by Size and Top 100 Public Folders by Message Count reports. This will be fixed in a later version of the management pack. 

Changes in the 6.0.6278.5 Update

The following list contains the issues that are fixed in version 6.0.6278.5 of the Exchange Server 2003 Management Pack for Operations Manager 2007.


Fixed an issue with Outlook Web Access (OWA) monitoring using custom Uniform Resource Locators (URLs) so that the Exchange Server 2003 Management Pack now looks for the CustomUrls registry key instead of the CustomOwaUrls registry key (consistent with previous versions of the management pack).


Fixed an issue with data collection rules for mailbox or public folder size in megabytes (MB). On monitored servers running Exchange Server 2003 and using Regional and Language Options other than English (United States) an issue can occur where the size of the mailbox or public folder is reported incorrectly. This will also affect the associated reports.

Changes in the 6.0.6278.2 Update

The following list contains the issues that are fixed in version 6.0.6278.2 of the Exchange Server 2003 Management Pack for Operations Manager 2007.


Fixed an issue with running the Exchange Configuration Wizard on clustered servers running Exchange Server 2003. Previously, the following error might be generated on cluster nodes that were not running Exchange Server 2003: “Error: Cannot configure the mailbox access account on computer Node_Name. This configuration can only be made after the Exchange MOM event 9986 is registered by MOM.” 


Fixed an issue with the Disk Space Monitor. When overrides were applied, the override User Interface (UI) page would not show the correct values for the overrides. 


Fixed an issue related to Operations Manager 2007 Service Pack 1 (SP1). The events generated by EXBPARunLocal.vbs were not caught by the corresponding Alert rules. 


Updated the General_errors_in_the_mail_flow_sender_script rule to catch event id 9565 from the verifyMFS.js script. This event indicates script failure. 


Fixed an issue where event 9556 from the verifyMFS.js script would cause duplicate alerts to be generated. 


Updated rules that generate alerts on errors from the mailflow sender and receiver scripts so that duplicate alerts are not generated.  


Updated the columns in Exchange Server 2003 Management Pack state views to be sortable. 


The Exchange Server 2003 Topology discovery task was updated to not discover servers running Exchange Server 2000 and Exchange Server 2007.


The verifyEAS.js script was updated to generate event id’s that are alerted on by Operations Manager 2007.


The MAPI_logon_failure_Error_preventing_MAPI_logon_attempt rule was updated to check for the correct event ids 


Updated the MapiLogonCheck.js script to work correctly with Operations Manager 2007 Service Pack 1. 


Event collection and alerting rules were updated to correctly work in clustered scenarios. Previously, events logged by the physical cluster nodes were not being caught by Operations Manager 2007.  


Fixed an issue with Outlook Mobile Access (OMA) and Exchange Active Sync (EAS) monitoring when custom sites and HTTPS with certificates are used. These monitors now expose an override CustomURL which, if set to “true”, will cause the monitor to ignore the default URL value and use the value from the CustomURL registry key. For more information on how to use a custom URL for these monitors, see the procedures found in the “How to Configure Custom URLs for OWA, OMA and EAS” section of this guide. 

Changes in the 6.0.6278.0 Update

The following list contains the issues that are fixed in version 6.0.6278.0 of the Exchange Server 2003 Management Pack for Operations Manager 2007.


Fixed an issue with Outlook Web Access (OWA) monitoring when a custom OWA site and HTTPS with certificates is used. The Outlook Web Access Logon Monitor now exposes an override CustomURL which if set to true will cause the monitor to ignore the default URL value and use the value from the CustomURL registry key. For more information on how to use a custom URL, see the “How to Configure Custom URLs for OWA, OMA and EAS” section in this guide.


A number of 2-state monitors that previously set the health state to warning but generated error alerts were updated to generate warning alerts.


The Collect_Mailbox_Statistics.vbs script was updated so that “The Top 100 Mailboxes by Size” and “Message Count” and “Highest Growth Mailboxes” reports contain data.


The Disk_space_problem.Monitor was updated to accurately measure and alert on available free space.  


The High Growth mailboxes and Public Folder reports were updated to use correct targeting. These reports now allow the user to choose the report target. 


The Collect_Operating_System_Server_Information.vbs script was updated to correctly calculate GB.


The EXBPA monitor was updated to refer to the correct EXBPA scripts.


Fixed issues to the Microsoft.Exchange.ServerRole.2003.Discovery script where it would previously not discover cluster nodes if not all “Windows Computer” properties were discovered. 


Fixed an issue where the OWA logon script would return a bad state and log event 1999 (Exchange MOM: Cannot measure OWA availability) when it used a mailbox on a Back End server.  


Fixed an issue where the VerifyEAS.js script reported success even though a mailbox logon would fail.


The Disk_Space_Problems.vbs was updated to accurately measure disk space.


Fixed a number of issues related to running the following scripts:

Collect_Server_Information.vbs 

Collect_Operating_System_Server_Information.vbs

Verify_Message_Tracking_Log_shares_are_locked_down.vbs

Collect_database_size_per_server.vbs

EXBPARunLocal.vbs

Collect_number_of_mailboxes_per_server.vbs


Changes to reports are reflected in the “Appendix: Reports” section of this guide.

Supported Configurations

In general the supported configurations do not exceed what is detailed in the following locations:


 Microsoft Support Lifecycle Policy  (http://go.microsoft.com/fwlink/?LinkId=123820)


Operations Manager 2007 Supported Configurations Guide(http://go.microsoft.com/fwlink/?LinkId=90676)

The Exchange Server 2003 Management Pack for Operations Manager 2007 supports monitoring of all server roles and configurations for Exchange Server 2003. 

Getting Started

This section describes the actions you should take before you import the management pack, any steps you should take after you import the management pack, and information about customizations. 

Before You Import the Management Pack

There are three recommended and mandatory actions to consider before importing the Exchange Server 2003 Management Pack, which are as follows: 

1.
It is recommended that you secure your Exchange deployment. For more information, see “Securing Your Exchange Deployment” in this guide.

2.
You must configure your servers running Exchange to be managed by Operations Manager 2007. For more information, see “Configuring Exchange Server 2003 servers to be Managed by Operations Manager 2007” in this guide.

3.
You must have the required files and desired optional files available. For more information, see “Files to Download” in this guide. 

Securing Your Exchange Deployment

Before you import the Exchange Server 2003 Management Pack, it is recommended that you first secure your Exchange Server 2003 environment. Securing your Exchange Server 2003 environment includes performing the following tasks: 


Configuring Secure Sockets Layer (SSL) on the Exchange front-end servers


Verifying that Message Tracking Log shares are locked down


Verifying that SMTP directories are on an NTFS file system partition


Verifying that SMTP cannot anonymously relay messages

If you do not secure your environment before the Exchange Server 2003 Management Pack is installed, you will receive alerts indicating that the Exchange environment is not secure. 
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Note 

Before adding a server running Exchange Server 2003 to a managed Exchange environment, it is recommended that you first secure the new server running Exchange. For more information about managed computers, see the "Configuring Exchange Server 2003 servers to be Managed by Operations Manager 2007" section in this guide. 

Configuring SSL 

To use the front-end server availability monitoring features for Exchange Server 2003, your front-end server must have SSL configured for all Microsoft Outlook Web Access (OWA), Outlook Mobile Access (OMA), and Exchange ActiveSync (EAS) virtual directories. Use the following high-level procedure to configure SSL on Exchange Server 2003 front-end servers.   
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To configure SSL on Exchange Server 2003 front-end servers 

	1.
Set up the certificate.

2.
Add the certsrv to your trusted roots.

3.
Enable SSL Required on the Outlook Web Access, Outlook Mobile Access, and Exchange ActiveSync Web sites. 

4.
Enable forms-based authentication.


For more information, see “Configuring Secure Sockets Layer” (http://go.microsoft.com/fwlink/?LinkId=82030).

Verify That Message Tracking Log Shares Are Locked Down

When message tracking is enabled, all messages that are handled by Simple Mail Transfer Protocol (SMTP) are logged to message-tracking log files located on each server running Exchange. By default, the message-tracking log files are located at c:\Program Files\exchsrvr\<servername>.log. This folder is shared so that the information can be viewed from any Exchange System Manager console. You should configure permissions on this share so that the “Everyone” security group is not explicitly granted any permissions. If the “Everyone” group has been granted permissions to the message-tracking log share, you should remove the group. The Exchange Server 2003 Management Pack will detect this configuration and send you an alert if the “Everyone” group is identified on the share.  

Verify That SMTP Directories Are on an NTFS Partition 

Because SMTP messages are not always secure, you should help protect their contents by storing them on an NTFS partition. You can verify that the directory is on an NTFS partition by locating the SMTP directory in Microsoft Windows Explorer and accessing its properties. The General tab indicates what file system is being used. 

If the SMTP directories are not on an NTFS partition, you should either move them or configure the partition to use NTFS. 

For more information about the SMTP directories, see Microsoft Knowledge Base article 822933, "How to Change the Exchange 2003 SMTP Mailroot Folder Location" (http://go.microsoft.com/fwlink/?LinkId=82031).  

For more information about NTFS, see “How NTFS Works” (http://go.microsoft.com/fwlink/?LinkId=125694).

The Exchange Server 2003 Management Pack will detect this configuration and send you an alert if the SMTP directory is not located on an NTFS partition. 

Verify that SMTP Cannot Anonymously Relay Messages 

By default, your SMTP virtual servers are configured to relay only messages submitted by authenticated users. The Exchange Server 2003 Management Pack will detect this configuration and send you an alert if your SMTP server is configured to allow anonymous relay. 
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To verify that your SMTP virtual servers are configured to relay only messages submitted by authenticated users 

	1.
Start Exchange System Manager, and locate the server object on which you want to prevent mail relay. 

2.
In the left pane, under the server object, expand Protocols, and then expand SMTP.

3.
In the left pane, right-click the SMTP virtual server on which you want to prevent mail relay, and then click Properties.

4.
In the Properties dialog box, click the Access tab, and then click Relay. 

5.
In the Relay Restrictions dialog box, verify that:


Only the list below is selected, and the Computers list box is empty.


Allow all computers which successfully authenticate to relay, regardless of the list above is selected. 

6.
Click Cancel if you do not want to make any changes.


Configuring Exchange Server 2003 servers to be Managed by Operations Manager 2007

To manage servers running Exchange with Operations Manager 2007, they must be configured as managed objects of an Operations Manager 2007 Management Group. Windows-based managed objects are either agent-managed or agentless managed computers. 

For more information about agent-managed and agentless managed computers, see "Configuring Objects to Be Managed by Operations Manager 2007" (http://go.microsoft.com/fwlink/?LinkId=117721) in the Operations Manager 2007 Help. 

Agent-Managed Computers 

An agent-managed computer is a Windows-based computer that has the Operations Manager 2007 agent installed. The Exchange Server 2003 Management Pack for Operations Manager 2007 provides complete monitoring functionality for agent-managed servers running Exchange Server 2003. 
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Important 

The Exchange Server 2003 Management Pack requires that all Agent-managed computers use LocalSystem as their agent action account. 

Clusters 

If you are managing Exchange Server 2003 clusters, you must install the agent and enable agent proxy on all physical cluster nodes. 

Agentless Managed Computers 

The Exchange Server 2003 Management Pack for Operations Manager 2007 does not support agentless monitoring. 

Files to Download

This section lists the files you need to have available to configure Operations Manager 2007 to monitor Exchange Server 2003. 


Exchange Server 2003 Management Pack files


Exchange Server 2003 Management Pack Configuration Wizard


Microsoft .NET Framework hotfix

Exchange Server 2003 Management Pack files

To monitor Exchange Server 2003 with Operations Manager 2007, you need the following Management Pack files: 


Microsoft.Exchange.Server.Library.mp (Exchange Server Core Library) 


Microsoft.Exchange.Server.2003.Monitoring.mp (Exchange Server 2003 Discovery) 


Microsoft.Exchange.Server.2003.Monitoring.mp (Exchange Server 2003 Monitoring)

You can find the latest management packs here (http://go.microsoft.com/fwlink/?LinkId=82105).

Exchange Server 2003 Management Pack Configuration Wizard

You must use version 06.05.7903 of the Microsoft Exchange Server Management Pack Configuration Wizard with Operations Manager 2007. The wizard can be downloaded here (http://go.microsoft.com/fwlink/?LinkId=82103).  

For details on configuring this wizard, see the “Other Requirements” section of this guide. 

Microsoft .NET Framework hotfix

If you have upgraded the .NET Framework from version 1.1 to 2.0 on your servers running Exchange Server 2003, you must apply the hotfix described in Knowledge Base article 919356, which is located here (http://go.microsoft.com/fwlink/?LinkId=82104). The hotfix addresses an issue related to monitoring Exchange Server 2003 with MOM 2005. The hotfix is also applicable to monitoring Exchange Server 2003 with Operations Manager 2007. 

If you have installed .NET Framework 2.0 or 3.0 and hotfix MS07-040 on your front-end servers, you may find the following error in the Operations Manager 2007 event logs: 

OWA logon verification : OWA Logon failed.  URL: <https://publicurl/servername>  Error: RequestCanceled  Descripton: System.Net.WebException: The request was aborted: The request was canceled. ---> System.NotSupportedException: This method is not supported by this class.  

To resolve this error, apply the hotfix described in Knowledge Base article 943511 (http://go.microsoft.com/fwlink/?LinkId=112304). The article addresses an issue related to monitoring Exchange Server 2003 with MOM 2005. The hotfix is also applicable to monitoring Exchange Server 2003 with Operations Manager 2007. 
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Important 

The hotfix requires Exchange 2003 Service Pack 2. 

Recommended Additional Management Packs

To keep your Exchange 2003 environment running smoothly with high availability, you must maintain the overall health of your Information Technology (IT) environment. This effort involves many components specific to Exchange Server 2003, and it involves the underlying physical network topology, Active Directory deployment, and operating system configuration.  

Operations Manager 2007 can monitor your IT environment by providing views and alerts to help improve system health. At a minimum, you should deploy the Active Directory Domain Services Management Pack together with the Exchange Management Pack so that you can monitor the Active Directory Domain Services Management Pack in addition to the components specific to Exchange Server 2003. A functioning Active Directory environment is required for Exchange Server 2003 operations. Consider also deploying management packs for the following items: 


The operating systems of the servers running Exchange


Internet Information Services (IIS)


Network devices, such as routers

[image: image8.png]


Note 

Management packs for network devices can be provided by the manufacturer or third parties, or they can be created within your organization. 


Messaging client (Information Worker as a Client Management Pack) 


The operating systems of the messaging clients

For more information about Management Packs, see the Management Pack Catalog (http://go.microsoft.com/fwlink/?LinkId=82105). 

Other Requirements

You must use version 06.05.7903 of the Exchange Management Pack Configuration Wizard with Operations Manager 2007.  

For details on editing the configuration files, using the Command–Line interface and syntax information, see the “Appendix: Configuration Wizard” section of this guide. 

For the location of the files to download for this wizard, see the "Files to Download" section in this guide. 

Running the Exchange Server 2003 Management Pack Configuration Wizard

This section covers Configuration Wizard requirements and options as well as instructions on how to install the wizard and run with default and custom settings.

Configuration Wizard Requirements

Before installing and running the Configuration Wizard, make sure the following requirements are met: 


The wizard must be installed on a computer that has the .NET Framework 1.1 and Exchange System Manager installed.


The person installing the wizard must be an Administrator of the local computer.


Each server running Exchange that will be configured must have Remote Registry Service running and already be agent-managed by an Operations Manager 2007 Management Group. 


The user running the wizard must have at least Exchange full administrator rights on the administrative group or organization that he or she wants to configure, in addition to local administrative rights to each server running Exchange, because writing to the registry is required. 

Configuration Wizard Options

You can run the Configuration Wizard to configure your environment with default settings, or you can customize the settings to meet specific additional monitoring requirements for your organization. 

By default, the Configuration Wizard automatically does the following: 


Enables message tracking


Enables service monitoring of the following services: 

Microsoft Exchange Information Store
Microsoft Exchange Management
Microsoft Exchange MTA Stacks
Microsoft Exchange System Attendant
Simple Mail Transfer Protocol (SMTP)
World Wide Web Publishing Service

Creates a Test mailbox on the First Mailbox Store of Exchange.


Enables server availability monitoring and lets you identify the sending and receiving mail servers for the mail flow test.


Creates the Mailbox Access Account and mailbox. 

You can use the custom option to select features that you require and then configure them. Use the custom option to do the following: 


Identify specific services to monitor.


Configure mailbox availability monitoring to be per-store or per-server (MAPI logon).


Disable mailbox availability monitoring.


Create and configure the Mailbox Access Account and mailbox. This account must meet the following criteria: 

a.
Have permissions to read and write to the directory %systemroot%\temp\exmppd.

b.
Have local logon rights on each server running Exchange.

c.
Have a Display Name and samAccountName that are identical.


Enable message tracking


Enable and configure mail flow. 


Enable front-end server monitoring.


Use the command-line interface.


Save the current configuration to XML.


Modify configuration options before applying.

How to Install the Exchange Management Pack Configuration Wizard

To install the Exchange Management Pack Configuration Wizard: 

1.
Double-click the MPConfigApp.exe file to extract the Configapp.msi file.

2.
Double-click the Configapp.msi file, and follow the instructions.

How to Run the Exchange Management Pack Configuration Wizard with the Default Settings

When you run the Exchange Management Pack Configuration Wizard, it provides a default and custom Server Configuration type. The following procedure provides steps for running the wizard with the default option. For information about the configuration types, see the "Configuration Wizard Options" section of this guide  
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To run the Exchange Management Pack Configuration Wizard with the default configuration option 

	1.
Click Start, point to Programs, point to Exchange Management Pack, and then click Exchange Management Pack Configuration Wizard. 

2.
On the Welcome page, click Next.

3.
On the Administrative Group page, select the Administrative group from the drop-down list that contains the servers running Exchange you want to manage with Operations Manager 2007, and click Next. 

4.
On the Select Servers page, select the servers running Exchange in the administrative group that you want to manage with Operations Manager 2007, and then click Next.

5.
On the Server Configuration Type page, leave it set to Default, and then click Next.

6.
On the Mail Flow page, to test mail flow, click a Sending server, and then select its Receiving servers. Repeat this step for each Sending server, and then click Next.  
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Note 

Only back-end servers running Exchange are listed on the Mail Flow page. 

7.
On the Mailbox Access Account page, type the name of the account and password that will be used to test the mailboxes, and then click Next. If the account does not exist, it will be created. If the account does exist, step 8 will be skipped. 

8.
On the next Mailbox Access Account page, select the Exchange Server and Mailbox Store for the account specified in step 7, and then click Next. 

9.
On the Summary page, review the configuration settings, and then click Next to apply the settings. 
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Note 

You can click Save to save an *.XML file of the configuration settings. This file can be used to review or apply settings using the Configuration Wizard command-line option. 

10.
When the Completing the Microsoft Exchange Management Pack Configuration Wizard page displays, click Finish.
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Important 

If you add a server running Exchange Server 2003 to an Exchange environment that is already managed by an Operations Manager 2007 Management Group, you must run the Configuration Wizard for the new server running Exchange. 


How to Run the Exchange Management Pack Configuration Wizard with Custom Settings

When you run the Exchange Management Pack Configuration Wizard, it provides a default and custom Server Configuration type. The following procedure provides steps for running the wizard with the custom option. For information about the configuration types, see the "Configuration Wizard Options" section of this guide  

[image: image13.png]


To run the Exchange Management Pack Configuration Wizard with the custom configuration option 

	1.
Click Start, point to Programs, point to Exchange Server 2003 Management Pack, and then click Exchange Management Pack Configuration Wizard. 

2.
On the Welcome page, click Next.

3.
On the Administrative Group page, select the Administrative group from the drop-down list that contains the servers running Exchange you want to manage with Operations Manager 2007, and then click Next. 

4.
On the Select Servers page, select the servers running Exchange in the administrative group that you want to manage with Operations Manager 2007, and then click Next.

5.
On the Server Configuration Type page, leave it set to Custom, and then click Next.

6.
On the Properties page, select the properties you want to configure for monitoring.

[image: image14.png]


Important 

Subsequent steps of the procedure assume all properties are selected and both back-end and front-end servers were selected in step 4. Front-end monitoring will be unavailable if all the servers selected in step 4 were back-end servers. Mailbox availability will be unavailable if all the servers selected in step 4 were front-end servers. 

7.
On the Message Tracking page, you have the option to Enable or Disable message tracking.

8.
On the Front-end Monitoring page, you have the option to Enable or Disable front-end monitoring.

9.
On the Service Monitoring page, you have the option to select or clear the services that will be monitored.  

10.
On the Mailbox Availability page, you can configure mailbox availability monitoring to be Per server or Per store. Alternatively, you can also Disable mailbox availability monitoring. Click Next. 
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Important 

If you select Per server monitoring, you must disable the Verify Test Mailboxes rule that is targeted at the Exchange 2003 Role object type. Per server monitoring creates only one Test mailbox, but the rule checks to see whether there is a Test mailbox on each Exchange database. If you do not disable the rule, you will receive errors indicating that the Test mailbox does not exist. For more information about disabling a rule, see "How to Disable a Monitor or Rule Using Overrides" (http://go.microsoft.com/fwlink/?LinkId=125661) in the Operation Manager 2007 Help. 

11.
On the Mail Flow page, to test mail flow, click a Sending server, and then select its Receiving servers. Repeat this step for each Sending server, and then click Next.
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Note 

Only back-end servers running Exchange are listed on the Mail Flow page. 

12.
On the Mailbox Access Account page, type the name of the account and password that will be used to test the mailboxes, and then click Next. If the account does not exist, it will be created. If the account does exist, step 13 will be skipped.

13.
On the next Mailbox Access Account page, select the Exchange Server and Mailbox Store for the account specified in step 12, and then click Next.

14.
On the Summary page, review the configuration settings, and then click Next to apply the settings.
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Note 

You can click Save to save an *.XML file of the configuration settings. This file can be used to review or apply settings using the Configuration Wizard command-line option. 

15.
When the Completing the Microsoft Exchange Management Pack Configuration Wizard page displays, click Finish.
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Important 

If you add a server running Exchange Server 2003 to an Exchange environment that is already managed by an Operations Manager 2007 Management Group, you must run the Configuration Wizard for the new server running Exchange. 


How to Import the Exchange Server 2003 Management Pack

There are dependencies between the Exchange Server 2003 Management Pack files. Therefore, they must be imported together or individually in the following order: 

1.
Microsoft.Exchange.Server.Library.mp (Exchange Server Core Library)

2.
Microsoft.Exchange.Server.2003.Monitoring.mp (Exchange Server 2003 Discovery)

3.
Microsoft.Exchange.Server.2003.Monitoring.mp (Exchange Server 2003 Monitoring)

For information about importing Management Packs, see the "About the Management Packs Node in Operations Manager 2007" (http://go.microsoft.com/fwlink/?LinkId=125662)topic in the Operations Manager 2007 Help. 

Create a New Management Pack for Customizations

Most vendor management packs are sealed so that you cannot change any of the original settings in the management pack file. However, you can create customizations, such as overrides or new monitoring objects, and save them to a different management pack. By default, Operations Manager saves all customizations to the Default Management Pack. As a best practice, you should instead create a separate management pack for each sealed management pack you want to customize. 

Creating a new management pack for storing overrides has the following advantages.  


It simplifies the process of exporting customizations that were created in your test and pre-production environments to your production environment. For example, instead of exporting a Default Management Pack that contains customizations from multiple management packs, you can export just the management pack that contains customizations of a single management pack.


It allows you to delete the original management pack without first needing to delete the Default Management Pack. A management pack that contains customizations is dependent on the original management pack. This dependency requires you to delete the management pack with customizations before you can delete the original management pack. If all of your customizations are saved to the Default Management Pack, you must delete the Default Management Pack before you can delete an original management pack. 


It is easier to track and update customizations to individual management packs. 

For more information about sealed and unsealed management packs, see Management Pack Formats(http://go.microsoft.com/fwlink/?LinkId=108355). For more information about management pack customizations and the default management pack, see About Management Packs in Operations Manager 2007(http://go.microsoft.com/fwlink/?LinkId=108356). 
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To Create a New Management Pack for Customizations  

	1.
Open the Operations Console, and then click the Administration button.

2.
Right-click Management Packs, and then click Create New Management Pack.

3.
Enter a name (for example, Exchange2003MP Customizations), and then click Next. 

4.
Click Create.


Management Pack Configuration

After you import the Exchange Server 2003 Management Pack, you should do the following: 


Enable Performance Collection rules for Reporting.  

For more information, see the “How to Enable Performance Collection Rules for Reporting” section of this guide.


Enable the Exchange Topology view to see a diagram of your managed Exchange organization. 

For more information, see the “How to Enable the Exchange Topology View” section of this guide. 


Configure custom URLs for availability monitoring of Outlook Web Access, Outlook Mobile Access, and Exchange ActiveSync. This allows you to monitor the public URLs that are used by your customers, as opposed to monitoring simulated logons. 

For more information, see the “How to Configure Custom URLs for OWA, OMA and EAS” section of this guide.


Configure Cluster Monitoring.  

For more information, see the “How to Configure Exchange Server Clusters to be Monitored” section of this guide.


Configure SSL Monitoring.  

For more information, see the “How to Configure SSL Monitoring” section of this guide. 


Configure Disk Space Monitoring.   

For more information, see the “How to Configure Disk Space Monitoring” section of this guide.


Configure Self Tuning Thresholds.   

For more information, see the “How to Configure Self Tuning Threshold Monitors” section of this guide.


Configure Mail Flow Monitoring.   

For more information, see the “How to Configure Mail Flow Monitoring” section of this guide.


Configure Monitoring over Low Bandwidth Connections.   

For more information, see the “How to Monitor Exchange Server 2003 over Low-Bandwidth Connections” section of this guide.

How to Enable Performance Collection Rules for Reporting

There are four performance collection rules that need to be enabled to collect data for the corresponding reports. These rules all collect data via Exchange message tracking logs. 

The performance collection rules for message tracking have the potential to collect significant amounts of data. These rules target Exchange Database Storage, run daily, and collect data from 200 objects.  

	Rule name
	Target type
	Related report

	Performance Collection Rule to Collect Message Tracking Log Statistics for Exchange Event Type 1003 - Top Senders by Message Count
	Exchange Database Storage
	SMTP Out: Top 100 Senders by Message Count

	Performance Collection Rule to Collect Message Tracking Log Statistics for Exchange Event Type 1003 - Top Senders by Size
	Exchange Database Storage
	SMTP Out: Top 100 Senders by Size

	Performance Collection Rule to Collect Message Tracking Log Statistics for Exchange Event Type 1004 - Top Destinations by Message Count
	Exchange Database Storage
	SMTP In: Top 100 Recipients by Message Count

	Performance Collection Rule to Collect Message Tracking Log Statistics for Exchange Event Type 1004 - Top Destinations by Size
	Exchange Database Storage
	SMTP In: Top 100 Recipients by Size


How to Enable the Exchange Topology View

To enable the Exchange Topology view, do the following: 

1.
Enable the agent proxy on all managed servers running Exchange Server 2003. For more information about the agent proxy, see the "How to Configure an Operations Manager 2007 Agent-Managed Computer as a Proxy for Agentless Managed Computers" (http://go.microsoft.com/fwlink/?LinkId=119294) topic in the Operations Manager 2007 Help.
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Note 

All servers in each organization in each management group must have agent proxy enabled. 

2.
Use overrides to enable Exchange Topology Discovery on a managed server running Exchange Server 2003. Exchange Topology Discovery will update after the next discovery interval, up to one hour, or you can stop and start the Operations Manager Health service on the server running Exchange.  
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To enable Exchange Topology Discovery 

	1.
In the Authoring pane of the Operations console, click Object Discoveries. 

2.
In the Object Discoveries pane, right-click Exchange 2003 Topology Discovery, point to Overrides, point to Override the Object Discovery, and then click For all objects of type: Exchange 2003 Role.

3.
In the Select Object dialog box, type the search criteria, and then click OK.

4.
Select the desired server running Exchange Server 2003 from Matching objects, and then click OK.

5.
In the Override Properties dialog box, select Override for the Enabled parameter, and then select True from the Override Setting drop-down list. 

6.
Select the management pack to save the override in, and then click OK.


How to Configure Custom URLs for OWA, OMA and EAS

Availability monitoring for Outlook Web Access (OWA), Outlook Mobile Access (OMA), and Exchange ActiveSync (EAS) function only on front-end servers running Exchange Server 2003 and .NET framework 1.1 or later. When you select the Enable Front-End server monitoring check box in the Configuration Wizard, availability monitoring is enabled. 

To monitor availability, a synthetic logon process is used that simulates a user logging on to a mailbox using a mobility client. To enable a synthetic logon, there must be a Test mailbox with a user account. For the Outlook Web Access logon, the Configuration Wizard automatically picks one of the existing back-end test mailboxes that is used by MAPI logon. This mailbox name is automatically stored in the \\HKLM\Software\Exchange MOM\FEMonitoring\<front-end servername>\BEAccount registry value on the front-end server. The Mailbox Access Account mailbox is used for Outlook Mobile Access and Exchange ActiveSync logon. 

By default, the Exchange Management Pack automatically determines the URL used to monitor the front-end services by using a combination of the localhost/network card IP and the virtual server and virtual directory information in the Internet Information Services (IIS) metabase. This URL is the local monitoring URL because the logon request is submitted to the local front-end server, where the logon request is generated. 

You also can supply a custom URL to monitor the public URL that is used by your Web and mobile devices. This must be a URL that an end-user can use to log on. This logon request that is submitted to the custom URL can be responded to by any one of the organization's front-end servers that normally respond to requests to the specified URL. The public URL monitoring cannot be directed to monitor a specific server. 

To use a custom URL, you have to configure registry entries on each server where you want the monitoring enabled. 

To configure a custom URL for Outlook Web Access 

Open Registry Editor, locate the \\HKLM\Software\Exchange MOM\FEMonitoring\<front-end serverrname>\ key, and create a registry value (type string) named CustomUrls. Enter the custom URL value as a comma-delimited list in this value. For single URLs, follow this example:

https://www.example.com/exchange

For multiple URLs, use the following format:  

https://www.example.com/exchange, https://www.example.com/mail
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Note 

Do not append the mailbox name in the URL, such as https://www.example.com/exchange/johnsmith, or the synthetic logon will fail. 

You will also need to set the “CustomURL” override on the Outlook Web Access Logon Monitor to “True”, which causes the monitor to use the values specified in the CustomURLs registry entry to monitor OWA rather than the default values. You should also consider changing the override on the Performance Collection Rule for Outlook Web Access logon latency. 

To configure a custom URL for Outlook Mobile Access

Open Registry Editor, locate the \\HKLM\Software\Microsoft\Exchange MOM\FEMonitoring\<front-end servername>\ key, and create a registry value (type string) named CustomOmaUrls. Enter the custom URL value as a comma-delimited list in this registry value. For single URLs, follow this example: 

https://www.example.com/oma

For multiple URLs, use the following format: 

https://www.example.com/oma, https://www.example.com/mobile  

You will also need to set the “CustomURL” override on the Outlook Mobile Access Monitor to “True”, which causes the monitor to use the values specified in the CustomURLs registry entry to monitor OWA rather than the default values. 

To configure a custom URL for Exchange ActiveSync 

Open Registry Editor, browse to the \\HKLM\Software\Microsoft\Exchange MOM\FEMonitoring\<front-end servername>\ key, and create a registry value (type string) named CustomEasUrls. Enter the custom URL value in this registry value, for example:  

https://www.example.com/Microsoft-Server-ActiveSync

You will also need to set the “CustomURL” override on the Exchange Active Sync Monitor to “True”, which causes the monitor to use the values specified in the CustomURLs registry entry to monitor OWA rather than the default values. 

How to Configure Exchange Server Clusters to be Monitored

The Microsoft Windows Server Library Management Pack discovers the virtual node of a cluster, and the virtual node is added to the Management Group. The Exchange Server 2003 Management Pack then discovers and monitors the virtual node of the clustered servers running Exchange Server 2003. This means the virtual node of the cluster is associated with the Exchange 2003 Role, not the physical nodes. 

Installing the Operations Manager 2007 Agent 

To monitor Exchange Server in a clustered environment, install the Operations Manager 2007 agent on all physical nodes of the cluster. Also, ensure that you turn on Agent Proxy for each physical node in the cluster. For more information, see the "How to Enable the Exchange Topology View" section in this guide. 

Monitoring the Virtual Cluster 

After the agent is installed on all physical nodes of the cluster, these servers will appear in the Operations Console. The virtual cluster servers will display in the Microsoft Exchange Server\Exchange 2003 node in the Monitoring pane of the Operations Manager 2007 Operations Console within several minutes. 

To fully monitor server clusters, it is recommended that you install the Windows Cluster Management Pack.  

Health State and Exchange Clusters 

If there are multiple virtual servers running Exchange hosted on the same node of a cluster, the state of the virtual server displayed in the console might not always accurately reflect the actual state for the virtual servers. For example, if you disable one of the virtual server's resources, such as SMTP, the state does not change. This is because the SMTP service is still running and servicing the other virtual server's SMTP resources. 

IIS and Exchange 2003 on clusters 

In a clustered configuration, you may see errors from the IIS Management Pack that IIS-related services (NNTP, FTP, SMTP, W3SVC) are not running if the virtual node fails over to another server in the cluster and the old node becomes passive.  

A workaround for this scenario is to disable monitoring of IIS-related services on the physical nodes of the cluster by the IIS Management Pack and let the Exchange Configuration wizard handle monitoring of the IIS-related services. You can accomplish this by creating an Operations Manager group containing the relevant targets (for example the instances of the class IIS 2003 Web Servers corresponding to the physical nodes of the cluster) and disabling those monitors for the group. 

Then, run the Exchange Configuration Wizard to let it handle the monitoring of the IIS services (SMTP and W3SVC services are monitored by default by the Exchange Server 2003 Management Pack).  

Monitoring the MTA Service on Exchange 2003 clusters 

If you have clustered the MTA Service, it is recommended that you monitor that service via the MTA Service Monitor which in included in the Exchange Server 2003 Management Pack.  

In order for the monitor to work correctly on the cluster, override the MTA Service Monitor (“Microsoft Exchange MTA Stacks Service Monitor”) for the cluster virtual server to set “Alert only if service startup type is automatic” to false. Also ensure that you are not monitoring the MTA service via the Exchange Configuration Wizard. 

How to Configure SSL Monitoring

Exchange Front End Servers should always have SSL enabled. If you are using combined Front End and Back End servers, those should also always have SSL enabled. If a Front End Server connects to a Back End, SSL should never be required on the Back End. 

The Exchange Server 2003 Management Pack contains a monitor “SSL should be enabled” that checks whether SSL is enabled or not. By default, this monitor checks for SSL on all servers running Exchange 2003. To avoid unnecessary alerts, it is recommended that you disable the monitor for all servers running Exchange 2003  where SSL is disabled, according to the guidelines above. 

How to Configure Disk Space Monitoring

The Exchange Server 2003 Management Pack contains 2 monitors that enable you to monitor Disk Space in two different ways. The monitors are targeted to the “Exchange Database Storage” class. 

The first monitor, “Disk Space Monitor” is enabled by default. It is a 2-state monitor and always raises “Warning” events which are alerted on by a separate rule. State for Exchange Database Storage only changes if the Error thresholds are met (there are overrides that enable you to set the appropriate thresholds). 

The second monitor, “Disk Space Monitor (3 States) is disabled by default. It supports the same override options as the “Disk Space Monitor”. It is a 3-state monitor and it will generate Warning or Error events based on which thresholds are exceeded. It will also change state of the Exchange Database Storage class appropriately. 

Depending on which method you want to use for Disk Space Monitoring, you should enable the appropriate monitor for all instances of Exchange Database Storage. Note that only one of the monitors should be enabled. If you have made overrides to one of the monitors and want to switch to using the other monitor, you should apply the same overrides to the other monitor before enabling it. 

For more information, see the “Does the Exchange Database Have Sufficient Free Disk Space?”section in this guide. 

How to Configure Self Tuning Threshold Monitors

The Exchange Server 2003 Management Pack contains a number of Self Tuning Threshold Monitors.  A Self Tuning Threshold consists of two rules and a monitor: 


The first rule collects the performance counter The second rule establishes a baseline 


A monitor compares the current value of the counter to the baseline and alerts depending on the configuration of the monitor. 

A self-tuning threshold monitor uses a learning process to determine the normal values for a specified performance counter object, and sets the threshold levels based on the learned values. During this learning period, Operations Manager automatically establishes a baseline representing the regular and expected activity of a computer. After the initial learning period, Operations Manager 2007 continually logs subsequent activity of the computer and compares it to the baseline. 

Example:  For the IS RPC Requests Monitor, the Exchange 2003 Management Pack looks at the MSExchangeIS/RPC Requests counter.

Self-tuning threshold monitors can be either two-state or three-state monitors.   


Two-state monitor:   Given a baseline, there is an area above the baseline (A), an area below the baseline (B), and the area within the baseline (W). A two-state monitor can be used to define alerts between any two of the three areas, A-W, W-B, or A-B. 


Three-state monitor:   Given a baseline, there is an area above the baseline (A), an area below the baseline (B), and the area within the baseline (W). A healthy state is always defined as being in the area within the baseline. An error state can be defined for either the area above (A) or the area below (B). A warning state is defined for the remaining area that was not defined as error. 

For more information, see “Self Tuning Threshold Monitors” (http://go.microsoft.com/fwlink/?LinkId=86799). 

 Example:  The IS RPC Requests Monitor in the Exchange Server 2003 Management Pack measures the number of client requests that are currently being processed by the Information Store. The baseline is created to determine what acceptable ranges for this performance counter are. After this baseline is established, this monitor determines if IS RPC Requests value is outside of the acceptable range. 

Sensitivity settings determine when the monitor considers a value to be outside normal behavior. In the UI for the monitor, five sensitivity settings are shown that correspond to the following numeric values: 4.01 (low), 3.77, 3.29 (middle), 2.81, 2.57 (high). These numeric values become important when you want to override the monitor to adjust its behavior. 

To locate the sensitivity setting, right click the “IS RPC Requests Monitor” and navigate to the Baselining tab. In the Alerting section you will see the Sensitivity bar with Low on the left, High on the right and Medium representing the middle mark. 

A Business Cycle setting determines what the monitor considers a business cycle. Example: A business cycle might be a day or a week. For the IS RPC Requests Monitor the Management Pack uses a Business Cycle of one week.  

Another setting controls how many business cycles should pass before the monitor starts alerting. An example is the IS RPC Requests Monitor where the Management Pack starts generating alerts after one week.

Default Settings for Self Tuning Threshold Monitors in the Exchange Server 2003 Management Pack 

Out of the box, settings for the monitors include: 


Monitors that are enabled by default 


Monitors that are disabled by default as they have been replaced with static threshold monitors.


All the monitors have the Business Cycle set to one week and start alerting after one Business Cycle. 


All the monitors are 2-state baselining monitors


All of the monitors have a “medium” sensitivity setting (this was introduced in the August 2008 version of the Management Pack). In the Baselining tab, under the Alerting section, is a bar that represents Sensitivity ranging from Low on the left side of the bar to High on the right. The middle of this bar represents medium sensitivity.

For additional details, see the “Appendix: Self Tuning Threshold Monitors” section of this guide. 

Default Settings for Static Threshold Monitors in the Exchange Server 2003 Management Pack 

Some Self-Tuning Threshold Monitors are disabled; they are replaced by Consecutive Samples over Threshold Monitors, which alert if the counter has been over the threshold for 3 consecutive samples. For example, we have disabled the STT for the SMTP Remote Retry Queue Monitor as it could be generating excessive numbers of alerts in conditions that did not indicate actual issues. Using a static counter for this minimizes the numbers of alerts through setting a specific value that this counter should not go beyond. You can customize this counter to reflect the actual requirements of the customer environment by using an override. For details, see the “Appendix: Self Tuning Threshold Monitors” section of this guide. 

Adjusting the Self Tuning Threshold Monitors to your environment 

You may find that the Self Tuning Threshold Monitors initially cause many alerts to be generated. To further adjust the behavior of the Self Tuning Threshold monitors, we recommend turning off alerting for the monitors for several Business Cycles and tracking the behavior of the associated counter. This will help you get an in-depth picture of the behavior of the counter in your environment, and give the monitor more time to adjust the baseline based on your environment. 

If the counter displays irregular behavior (meaning large variations and frequent spikes), consider tuning the sensitivity by increasing the sensitivity settings on both the rule and the monitor (higher numbers lowers the sensitivity which means the monitor alerts less). For the monitor, the inner sensitivity setting must match the sensitivity setting on the rule. In addition, the outer sensitivity of the monitor must be larger than the inner sensitivity. You can change these settings by creating overrides. It is recommended to adjust the sensitivity upwards in increments corresponding to the settings exposed in the Operations Manager UI, for example from 3.29 to 3.77. Higher numbers means the monitor will alert less.  

You can also consider disabling the Self Tuning Threshold Monitor and replacing it with a static Monitor, similar to the examples above, such as the RPC Averaged Latency counter. If the counter tends to be zero, or close to zero in your environment a majority of the time (or if you are unhappy with the results of a Self Tuning Threshold Monitor), it is recommended to replace the Self Tuning Threshold Monitor with a static one. 

For more information on the Exchange Server 2003 counters where the management pack uses Self Tuning Threshold Monitors, see the “Appendix: Self Tuning Threshold Monitors” section of this guide. 

How to Configure Mail Flow Monitoring

Mail Flow Monitoring in the management pack is configured through the Exchange Management Pack Configuration Wizard. You can configure which servers or virtual servers to send mail to and from. 

There is one performance collection rule and two monitors involved in Mail Flow monitoring: 


"Exchange Mail Flow Monitor (Receiver Part)" – this monitor verifies that messages generated by the mail flow sender are received and how long the delivery took. Alerts will be generated if test e-mails are not received within the defined interval. 


"Exchange Mail Flow Monitor (Sender Part)" – this monitor generates test e-mail messages 


"Performance Collection Rule for Mail flow receiver" data collection rule - this rule collects mail flow latency performance data between each mail flow receiver and sender. 

Additional configuration (beyond what is done in the Configuration Wizard) can be done on the monitors and rule via overrides.  
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Note 

You must at all times configure the same settings for all the monitors/rule that support the override. 

Additional properties of Mail Flow monitoring include:


The interval of the monitors and rule can be customized to control the frequency at which test e-mails are generated. 


A timeout value can be configured on the monitors and rule (it is a timed script which generates the mail flow data) 


The receiver monitor and performance collection rule support a “Number of max missed runs” override which lets you control how many missed e-mails should be allowed before generating an alert.  


A latency value, representing the allowed latency for test e-mails to be received can be configured on the receiver monitor and performance collection rule.  


A negative latency value representing maximum allowed clock skew can be configured on the receiver and performance collection rule.

For more information, see the “Can E-mail Be Sent and Received?” section in this guide. 

How to Monitor Exchange Server 2003 over Low-Bandwidth Connections

The performance collection rules for message tracking have the potential to collect significant amounts of data. These rules target Exchange Database Storage, run daily, and collect data from 200 objects.  

If a server running Exchange connects to its primary or secondary management servers over expensive or low-bandwidth connections, you might want to use overrides to configure these rules to collect data from fewer objects, reduce the value for MaxEntries, run the rules less frequently, increase the value for IntervalSeconds, or disable the rules. 

Security Considerations

The Exchange Server 2003 Management Pack requires that the Agent Action Account is Local System.  Be aware that the configuration steps necessary to set up some monitoring scenarios will create a test mailbox and a mail-enabled user account in the domain. For more information, see the “Management Pack Configuration” section in this guide.  

Low-Privilege Environments

The management pack requires that the Agent Action Account is Local System.   

Groups

In Operations Manager 2007, groups are logical collections of objects, such as servers running Exchange Server 2003, hard disks, or even a combination of unrelated items. Groups, along with user roles, enable a precise delegation of authority by making it possible for an Operations Manager 2007 Administrator to approve which objects a user role can manage.  

Management packs usually provide groups for the technology of which they enable management. The Exchange Management Pack for Operations Manager 2007 provides the Microsoft Exchange 2003 Server group. The group is dynamically populated with objects of the Exchange 2003 Role. 

You can also create groups by using the Create Group Wizard. For more information about groups, see the "Groups in Operations Manager 2007" (http://go.microsoft.com/fwlink/?LinkId=125663) topic in the Operations Manager 2007 Help. 

Roles

In Operations Manager 2007, user roles, along with groups, enable a precise delegation of authority by making it possible for Operations Manager 2007 Administrators to specify the following information for a user role. 


Groups it can manage, also referred to as scope


Tasks it can perform on the objects in the groups


View it can see for the objects in the groups

For example, a group of users can be added to the custom Exchange Operators role, be scoped to the custom server running Exchange Server 2003 in the Europe group, and granted the permission necessary to run all tasks and see all views provided by the Exchange Server 2003 Management Pack. For more information about user roles, see "About User Roles in Operations Manager 2007" (http://go.microsoft.com/fwlink/?LinkId=100925) in the Operations Manager 2007 Help. 

Understanding Management Pack Operations

This section provides additional information about the object types the Exchange Server 2003 Management Pack discovers, how health rolls up, availability monitoring and the key scenarios for monitoring your Exchange Server 2003 environment.

Objects the Exchange Server 2003 Management Pack Discovers

The Exchange Server 2003 Discovery Management Pack for Operations Manager 2007 enables the discovery of the object types described in the following table. All object discovery rules are targeted at the Exchange 2003 Role, which is the top-level object type in the Exchange Server 2003 Management Pack. 

	Object Discovery Rule Name
	Discovered Object Type

	Exchange 2003 ActiveSync Discovery
	Exchange 2003 ActiveSync component on Exchange 2003 front-end servers

	Exchange 2003 Database Discovery
	Exchange database component(s) on Exchange 2003 back-end servers

	Exchange 2003 IMAP4 Service Discovery
	Exchange 2003 IMAP4 service

	Exchange 2003 Information Store Discovery
	Exchange 2003 Information Store service

	Exchange 2003 Initial Server Discovery
	The initial discovery of a server running Exchange Server 2003. Disabling this rule disables all local discovery of a server running Exchange 2003 Server

	Exchange 2003 Mailflow Discovery
	Exchange 2003 Mailflow Monitoring Component

	Exchange 2003 Management Service Discovery
	Exchange 2003 Management Service

	Exchange 2003 MAPI Discovery
	MAPI logon monitoring component on a back-end server running Exchange Server 2003

	Exchange 2003 Message Transfer Agent Stack Service Discovery
	Exchange 2003 MTA Stack Service

	Exchange 2003 Outlook Mobile Access Discovery
	Exchange 2003 Outlook Mobile Access component on front-end servers for Exchange Server 2003

	Exchange 2003 Outlook Web Access Discovery
	Exchange 2003 Outlook Web Access component on front-end servers for Exchange Server 2003

	Exchange 2003 POP3 Service Discovery
	Exchange 2003 POP3 Service

	Exchange 2003 Queue Discovery
	Exchange 2003 Queue Monitoring Component

	Exchange 2003 Replication Service Discovery
	Exchange 2003 Replication Service

	Exchange 2003 Routing Engine Service Discovery
	Exchange 2003 Routing Engine Service

	Exchange 2003 Server Role Attribute Discovery
	Discovers all attributes of a server running Exchange Server 2003

	Exchange 2003 System Attendant Service Discovery
	Exchange 2003 System Attendant Service

	Exchange 2003 SMTP Service Discovery
	Exchange 2003 SMTP Service

	Exchange 2003 Topology Discovery
	Exchange 2003 topology. The topology can include computers running Exchange Server 2003 that are not yet managed by Operations Manager 2007


For more information about an object discovery rule, view the properties of the rule, and then click Product Knowledge. To access object discovery rules, go to the Object Discoveries node under the Management Pack Objects node in the Operations Console Authoring pane. 

How Health Rolls Up

The Exchange Server 2003 Management Pack views the messaging service as a hierarchy, where each level depends on the objects at the next level to be healthy. The top of this hierarchy is the Exchange Service object, and the lowest levels are the components of an Exchange back-end or front-end server, such as Information Store. When a specified number, defined in the management pack, of the lower level objects change state, the level above them changes state to match. This action is called "rolling up health." 

The following illustration is the topology view of an Exchange Service object with one back-end (YUG060D) and one front-end (YUG078D) server.
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In this illustration, the health of the Exchange Service is critical, as denoted by the red dot with an X through it. YUG060D is healthy, as denoted by a white dot with a √ (check mark) though it. For the purposes of Exchange Server 2003, this implies all of the Exchange managed objects hosted by YUG060D are healthy. For Exchange, a higher level object can be healthy only if all of its lower level objects are healthy. 

YUG078D is in a critical state. Within the box that represents YUG078D, the Exchange ActiveSync (EAS), Outlook Mobile Access (OMA), and Outlook Web Access (OWA) managed objects are in critical states. To check the health of these objects, in the Operations Manager 2007 Operations Console, you can right-click these objects, and then click Health Explorer.  

In Health Explorer, you can see the availability, configuration, performance, and security monitors for the object, although not all monitor types are necessarily provided for every object type. By clicking the monitors that are in a critical state, you will be provided with information and actions to help resolve the issue. 

The Exchange Topology view is a diagram view. Operations Manager 2007 also provides Alert, Event, State, Performance, Task Status, and Dashboard views to help you better understand the health of your IT environment. 

Key Monitoring Scenarios

The Exchange Server 2003 Management Pack for Operations Manager 2007 includes monitors, rules, alerts, views, and reports to help manage the availability, configuration, performance, and security of your Exchange Server 2003 environment. 
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Note 

Rules and monitors can generate alerts, but only monitors can change the health state of an object, such as from Healthy to Critical. Views can be looked at in the Operations Manager 2007 Operations console and the Web console. 

The monitors, rules, and alerts can be enabled, configured, and disabled through overrides, according to your requirements. For more information about a specific monitor, rule, alert, or view, see its properties in the Operations Manager 2007 Operations console. 

It is recommended that you create a management pack exclusively for containing the overrides you create for the Exchange Server 2003 Management Pack and then apply the management pack to the appropriate group, such as the Exchange 2003 Role. By doing so, you can verify your overrides in a test environment, export the management pack you created, and then import the management pack to your production environment. 

Notifications can be configured for an alert so that the messaging team can be notified when a specific alert occurs. This notification enables a team to quickly respond to issues, helping to prevent an interruption of service. For information on configuring notifications, see the "About Notifications in Operations Manager 2007" (http://go.microsoft.com/fwlink/?LinkId=125664) topic in the Operations Manager 2007 Help. 

Scenarios 

1.
What Exchange Objects on My Network Can I Manage? 

2.
Can MAPI Clients Log On to the Exchange Database?
3.
Can E-mail Be Sent and Received? 

4.
Are Customers Able to Access Their E-mail with Their Web Browser? 

5.
Are Customers Able to Synch Their Devices? 

6.
Are Customers Able to Access Their E-mail from Their Device Browsers? 

7.
Does the Exchange Database Have Sufficient Free Disk Space? 

8.
Is the Exchange Information Store Performing Normally? 

9.
Are My Message Queues Within the Normal Range? 

What Exchange Objects on My Network Can I Manage?

Object discovery is the process Operations Manager 2007 automatically performs to collect data about objects on the network that it can manage. By importing the Exchange Server 2003 Management Packs, new object types, such as Exchange organizations, servers running Exchange, and the Outlook Web Access component, can be discovered and thereby managed. 

There are two primary types of discovery for Exchange: topology and local.  


Exchange Topology Discovery collects data about Exchange organizations, administrative groups, routing groups, routing group connectors, and their attributes. It can even discover servers that are not yet managed by Operations Manager 2007.
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Note 

For a sample Exchange Server 2003 Management Pack topology view, see section “How Health Rolls Up” in this guide. 


Exchange local discovery collects data about managed Exchange back-end and front-end servers and their child objects, such as Exchange database components.

Can MAPI Clients Log On to the Exchange Database?

Through the MAPI Logon Monitor and rules provided by the Exchange Server 2003 Management Pack, you will know whether MAPI clients, such as Microsoft Office Outlook 2007, can access the databases that store Exchange data.  

Monitor for MAPI Logon Monitoring 

The Exchange MAPI Logon Monitor performs synthetic MAPI Logon to Exchange servers. A failure usually indicates the Exchange server is unavailable. A diagnostic task and a link to a relevant Microsoft Knowledge Base article are provided to help quickly resolve the issue. 

Rules for MAPI Logon Monitoring 

The following table describes the rules for MAPI Logon monitoring. 

	Rule Name
	Alert Properties

	Event Collection Rule for MAPI Logon failure 
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Note 

There are multiple rules with the same name. They each collect a different event.
	Not applicable: This rule collects event data; it does not generate alerts.

	MAPI Logon Failure
	Event-based 

Priority: Medium 

Severity: Warning

	MAPI Logon Failure: Cannot verify Exchange Information Store service availability due to unexpected error
	Event-based 

Priority: Medium 

Severity: Warning

	MAPI Logon Failure: Error preventing MAPI Logon attempt
	Event-based 

Priority: Medium 

Severity: Warning

	MAPI Logon Failure: Test mailbox residing on the wrong server
	Event-based 

Priority: Medium 

Severity: Warning

	Performance Collection Rule for MAPI Logon latency
	Not applicable: This rule collects performance data; it does not generate alerts.


Views for MAPI Logon Monitoring 

The views for MAPI Logon monitoring are in the Operations Console Monitoring pane in the Microsoft Exchange Server\Exchange 2003\MAPI Logon node. The views for MAPI Logon monitoring are as follows: 


MAPI Logon Active Alerts


MAPI Logon Latency

The MAPI Logon Active Alerts view displays alerts generated by the MAPI Logon monitors and rules. 

The MAPI Logon Latency Performance view displays performance data in graphical format for MAPI Logon Latency. You do not need to wait for the time it takes test e-mail messages to be received by the receiver monitor to exceed the interval. If the time it takes for the e-mail messages to be received is increasing, you can investigate the issue and resolve it before an alert is ever raised. 

Reports for MAPI Logon Monitoring 

There are two reports provided with Operations Manager 2007 that can help you analyze trends in MAPI Logon for your Exchange environment: Availability and Performance. These reports are located in the Operations Console Reporting pane in Reporting\Microsoft Generic Report Library. 
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Note 

Reporting is an optional component of Operations Manager 2007. 

Can E-mail Be Sent and Received?

This scenario is often referred to as mail flow monitoring. In this scenario, test messages between sending and receiving servers are sent out periodically. This is one of the fastest ways to monitor availability of the messaging services. 

If messages can be sent and received, the servers running Exchange and their components are functioning. If messages are not received, an alert is raised and you are able to quickly investigate the issue, potentially before your customers notice a change in their ability to send and receive e-mail messages. 

Configuring the sending and receiving servers is done through the Exchange Server 2003 Management Pack Configuration Wizard. For more information about the Configuration Wizard, see the "Running the Exchange Server 2003 Management Pack Configuration Wizard" section of this guide. 

Monitors for Mail Flow Monitoring 

Exchange mail flow has three monitors: 


Exchange Mail Flow Monitor (Sender Part)


Exchange Mail Flow Monitor (Receiver Part)


Performance Collection Rule for Mail flow receiver

The sender monitor generates and sends an e-mail message to the receiving servers, scheduled by default for every 15 minutes. The health state of mail flow changes to critical if the sender experiences an error. The sender monitor generates alerts only on configuration issues. 

The receiver monitor verifies whether the test e-mail messages sent by the sender monitor are received within the specified time, referred to as the Schedule or Interval, and how long delivery took, referred to as the Allowed Latency or Latency. The Health State of mail flow changes to critical and alerts are generated if test e-mail messages are not received within the specified Schedule and the number of attempts has been exceeded, referred to as Max Missed Runs or Number of max missed runs. The default number of attempts is 4. The receiving monitor also generates an alert if it took longer to receive the e-mail message than the allowed latency, for which the default is 60 seconds. 

[image: image29.png]


Important 

The interval must be identical on the sending and receiving servers. The rule Performance Collection Rule for Mail flow receiver and the monitor Exchange Mail Flow Monitor (Receiver Part) must have the same override values for the parameters that they share 

Rules for Mail Flow Monitoring 

The following table describes the rules for mail flow monitoring.  

	Rule Name
	Alert Properties

	An incorrect parameter was sent to the Received Mail script
	Not applicable: This rule collects performance data; it does not generate alerts.

	EAS logon failure: Forbidden
	Event-based 

Priority: Medium 

Severity: Warning

	Configuration problem detected by the mail flow receiver script
	Event-based 

Priority: Medium 

Severity: Warning

	Configuration problem detected by the mail flow sender script
	Event-based 

Priority: Medium 

Severity: Warning

	General errors in the mail flow receiver script
	Event-based 

Priority: Medium 

Severity: Warning

	General errors in the mail flow sender script
	Priority: Medium 

Severity: Warning

	Mail flow latency exceeded the specified threshold
	Event-based 

Priority: Medium 

Severity: Warning

	Mail flow message not received
	Event-based 

Priority: Medium 

Severity: Warning

	Mail flow script cannot resolve recipient's address
	Event-based 

Priority: Medium 

Severity: Warning

	Performance Collection Rule for mail flow receiver
	Not applicable: This rule collects performance data; it does not generate alerts.

	Timeout when calling the mail flow receiver
	Event-based 

Priority: Medium 

Severity: Warning

	Timeout when calling the mail flow sender
	Event-based 

Priority: Medium 

Severity: Warning

	Warning: Mail flow message not received
	Event-based 

Priority: Medium 

Severity: Warning


Views for Mail Flow Monitoring 

The views for mail flow monitoring are in the Operations Console Monitoring pane in the Microsoft Exchange Server\Exchange 2003\Mail Flow node. The views for mail flow monitoring are as follows: 


Mail Flow Active Alerts


Mail Flow Performance Data

The Mail Flow Active Alerts view displays alerts generated by the mail flow monitors and rules. 

The Mail Flow Performance Data view displays performance data in graphical format for mail flow latency. You do not need to wait for the time it takes test e-mail messages to be received by the receiver monitor to exceed the interval. If the time it takes for the e-mail messages to be received is increasing, you can investigate the issue and resolve it before an alert is ever raised. 

Reports for Mail Flow Monitoring 

There are two reports provided with Operations Manager 2007 that can help you analyze trends in Mail Flow for your Exchange Environment: Availability and Performance. These reports are located in the Operations Console Reporting pane in Reporting\Microsoft Generic Report Library. 
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Note 

Reporting is an optional component of Operations Manager 2007. 

Are Customers Able to Access Their E-mail with Their Web Browser?

The following monitors and rules verify the availability and performance of Outlook Web Access (OWA) on front-end Exchange Server 2003 servers. They perform synthetic OWA logons and monitor the results to determine OWA availability and performance. Different types of alerts are generated for different failures. 

Monitors for OWA Monitoring 

The monitor for OWA is Outlook Web Access Logon Monitor. The Outlook Web Access Logon Monitor performs a synthetic OWA logon, by default every 15 minutes, and verifies the health of OWA. If the monitor cannot log on and verify the health of OWA, it changes the state of OWA to critical and raises the following critical alert: "Exchange OWA monitor reported a problem."
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Important 

This monitor requires Exchange Server 2003 Service Pack 1 

Key Rules for OWA Monitoring 

There are approximately 70 rules to help you monitor the health of OWA. Following are a few of the more important rules for verifying the ability of customers to quickly access their Exchange e-mail by using Internet Explorer. 

	Rule Name
	Alert Properties

	Outlook Web Access: Current Web Service Connections
	Not applicable: This rule collects performance data; it does not generate alerts.

	Outlook Web Access: Message Opens / second
	Not applicable: This rule collects performance data; it does not generate alerts.

	Outlook Web Access: Message Sends / second
	Not applicable: This rule collects performance data; it does not generate alerts.

	Outlook Web Access: Number of Recent Users
	Not applicable: This rule collects performance data; it does not generate alerts.

	Outlook Web Access: Authentication / second
	Not applicable: This rule collects performance data; it does not generate alerts.

	Outlook Web Access: Total Messages Opened
	Not applicable: This rule collects performance data; it does not generate alerts.

	Outlook Web Access: Total Messages Sent
	Not applicable: This rule collects performance data; it does not generate alerts.

	Outlook Web Access logon failure: (HTTP error 401) Unauthorized
	Event-based 

Priority: Medium 

Severity: Warning

	Outlook Web Access logon failure: Service Unavailable
	Event-based 

Priority: Medium 

Severity: Warning

	Performance Collection Rule for Outlook Web Access logon latency
	Not applicable: This rule collects performance data; it does not generate alerts.


Views for OWA Monitoring 

The views for OWA monitoring are in the Operations Console Monitoring pane in the Microsoft Exchange Server\Exchange 2003\Outlook Web Access node. The views for OWA are as follows: 


OWA Active Alerts


OWA Logon Latency


OWA Performance Data

The OWA Active Alerts view displays alerts generated by the OWA monitors and rules. For more information about an alert, see its properties in the Operations Manager 2007 Operations Console. 

The OWA Logon Latency view displays performance data in graphical format for OWA logon latency. You do not need to wait for customers to call the help desk with logon issues. If the time it takes to log on is increasing, you can investigate the issue and resolve it before an alert is ever raised. 

The OWA Performance Data view displays key performance data for the OWA servers in graphical form. Select the items you want charted, such as Outlook Web Access: Authentication / second, for each managed front-end server. 

Reports for OWA Monitoring 

There are two reports provided with Operations Manager 2007 that can help you analyze trends in OWA for your Exchange environment: Availability and Performance. These reports are located in the Operations Console Reporting pane in Reporting\Microsoft Generic Report Library. 

[image: image32.png]


Note 

Reporting is an optional component of Operations Manager 2007.

Are Customers Able to Synch Their Devices?

The following monitors and rules for Exchange ActiveSync (EAS) perform synthetic EAS logons, and check the results to verify the availability and performance of Exchange ActiveSync on front-end servers running Exchange Server 2003. 

Monitors for EAS Monitoring

Exchange EAS has two monitors: 


Exchange ActiveSync Monitor


Exchange ActiveSync Heartbeat Interval Monitor

The Exchange ActiveSync Monitor performs a synthetic EAS logon, by default every 15 minutes, and verifies the health of EAS. If the monitor cannot log on and verify the health of EAS, it changes the state of EAS to critical and raises the following critical alert: "Exchange EAS monitor reported a problem." 
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Important 

This monitor requires that Exchange Server 2003 Service Pack 1 is installed. 

Exchange ActiveSync Heartbeat Interval Monitor helps verify that requests to Exchange ActiveSync do not expire before they have the opportunity to be processed. The monitor collects performance data on the specified interval, by default every five minutes, and verifies the average time it takes Exchange heartbeats by the most recently connected devices to be received by the front-end server is within the calculated baseline. If the average rate of Exchange heartbeats is above the baseline, a warning alert is raised. For more information about baseline monitoring, see "Self-Tuning Threshold Monitors in Operations Manager 2007" (http://go.microsoft.com/fwlink/?LinkId=86799) in the Operations Manager 2007 Help. 

Key Rules for EAS Monitoring 

There are approximately 50 rules to help you monitor the health of EAS. Following are some of the more important rules for verifying the ability of devices to log on to the Exchange server and the performance of EAS. 

	Rule Name
	Alert properties

	ActiveSync: Pending I/O requests to Exchange server
	Not applicable: This rule collects performance data; it does not generate alerts.

	ActiveSync: rate of incoming changes from ActiveSync devices (changes\sec)
	Not applicable: This rule collects performance data; it does not generate alerts.

	ActiveSync: rate of I/O request to Exchange server (requests/sec)
	Not applicable: This rule collects performance data; it does not generate alerts.

	ActiveSync: rate of outgoing changes sent to ActiveSync devices (changes\sec)
	Not applicable: This rule collects performance data; it does not generate alerts.

	ActiveSync: Total number of unrecognized requests since last service start
	Not applicable: This rule collects performance data; it does not generate alerts.

	ActiveSync: Total number of users since last service start
	Not applicable: This rule collects performance data; it does not generate alerts.

	Current number of ActiveSync users
	Not applicable: This rule collects performance data; it does not generate alerts.

	Exchange ActiveSync logon failure: Bad Request
	Event-based 

Priority: Medium 

Severity: Warning

	Exchange ActiveSync logon failure: Forbidden
	Event-based 

Priority: Medium 

Severity: Warning

	Exchange ActiveSync logon failure: General Error
	Event-based 

Priority: Medium 

Severity: Warning

	Exchange ActiveSync logon failure: Internal Server Error
	Event-based 

Priority: Medium 

Severity: Warning

	EAS logon failure: Server Busy
	Event-based 

Priority: Medium 

Severity: Warning

	Performance Collection Rule for Exchange ActiveSync logon latency
	Not applicable: This rule collects performance data; it does not generate alerts.


Views for EAS Monitoring 

The views for EAS monitoring are in the Operations Console Monitoring pane in the Microsoft Exchange Server\Exchange 2003\Active Sync node. The views for EAS monitoring are as follows: 


EAS Active Alerts


EAS Logon Latency


EAS Performance Data

The EAS Active Alerts view displays alerts generated by the EAS monitors and rules. For more information about an alert, see its properties in the Operations Manager 2007 Operations Console. 

The EAS Logon Latency view displays performance data in graphical format for EAS logon latency. You do not need to wait for customers to call the help desk with mobile device logon issues. If the time it takes to log on is increasing, you can investigate the issue and resolve it before an alert is ever raised. 

The EAS Performance Data view displays key performance data for the EAS servers in graphical form. Select the items you want charted, such as the rate of incoming changes from ActiveSync devices (changes\sec), for each managed front-end server. 

Reports for EAS Monitoring 

There are two reports provided with Operations Manager 2007 that can help you analyze trends in EAS for your Exchange environment: Availability and Performance. These reports are located in the Operations Console Reporting pane in Reporting\Microsoft Generic Report Library. 
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Note 

Reporting is an optional component of Operations Manager 2007. 

Are Customers Able to Access Their E-mail from Their Device Browsers?

The following monitors and rules verify the availability and performance of Outlook Mobile Access (OMA) on front-end servers running Exchange Server 2003. They perform synthetic OMA logons and monitor the results to determine OMA availability and performance. Different types of alerts are generated for different failures. 

Monitors for OMA Monitoring 

The monitors for OMA are as follows: 


Outlook Mobile Access Monitor


Outlook Mobile Access Last Response Time Monitor

The Outlook Mobile Access Monitor performs a synthetic OMA logon, by default every 15 minutes, and verifies the health of OMA. If the monitor cannot log on and verify the health of OMA, it changes the state of OMA to critical and raises the following critical alert: "Exchange OMA monitor reported a problem." 
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Important 

This monitor requires that Exchange Server 2003 Service Pack 1 is installed. 

The Outlook Mobile Access Last Response Time Monitor collects data, by default every five minutes, on the response time of the last OMA request in milliseconds. If the value is greater than the upper limit of the calculated baseline, the state of the object is set to warning and the following critical alert is raised: "OMA Last Response Time is outside of the calculated baseline." For more information about baseline monitoring and self-tuning thresholds, see "Self-Tuning Threshold Monitors in Operations Manager 2007" (http://go.microsoft.com/fwlink/?LinkId=86799) in the Operations Manager 2007 Help. 

Key Rules for OMA Monitoring 

There are approximately 70 rules to help you monitor the health of OMA. Following are a few of the more important rules for verifying the ability of customers to quickly access their Exchange e-mail messages with Internet Explorer. 

	Rule Name
	Alert Properties

	Outlook Mobile Access logon failure: ASP.net errors
	Event-based 

Priority: Medium 

Severity: Warning

	Outlook Mobile Access logon failure: Outlook Mobile Access configuration errors
	Event-based 

Priority: Medium 

Severity: Warning

	Outlook Mobile Access logon failure: Unable to connect
	Event-based 

Priority: Medium 

Severity: Warning

	Outlook Mobile Access logon failure: Wireless access is not enabled for the account
	Event-based 

Priority: Medium 

Severity: Warning

	Performance Collection Rule for Outlook Mobile Access logon latency
	Not applicable: This rule collects performance data; it does not generate alerts.

	Unable to Connect to Exchange Server
	Event-based 

Priority: Medium 

Severity: Critical


Views for OMA Monitoring 

The views for OMA monitoring are in the Operations Console Monitoring pane in the Microsoft Exchange Server\Exchange 2003\Outlook Mobile Access node. The views for OMA are as follows: 


OMA Active Alerts


OMA Logon Latency

The OMA Active Alerts view displays alerts generated by the OMA monitors and rules. For more information about an alert, see its properties in the Operations Manager 2007 Operations Console.  

The OMA Logon Latency view displays performance data in graphical format for OMA logon latency. You do not need to wait for customers to call the help desk with issues related to accessing e-mail with their devices. If the time it takes to log on is increasing, you can investigate the issue and resolve it before your customers ever notice a problem. 

Reports for OMA Monitoring 

There are two reports provided with Operations Manager 2007 that can help you analyze trends in OMA for your Exchange environment: Availability and Performance. These reports are located in the Operations Console Reporting pane in Reporting\Microsoft Generic Report Library. 
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Note 

Reporting is an optional component of Operations Manager 2007. 

Does the Exchange Database Have Sufficient Free Disk Space?

Making sure the disks that host the Exchange databases have sufficient free space is critical to ensuring the availability of messaging services. The Disk Space Monitor targets the Exchange Database Store. It determines the remaining free disk space on logical volumes.  

When the disk space is below a specified threshold, the state of the monitor is changed and the following critical alert is raised: "Disk Space Monitor reported a problem." Following are the properties, default thresholds, and the resulting health state for the monitor. 

	Property Monitored
	Default Threshold
	Health State

	% Free for all drives
	
2% or less


5% or less
	
Error


Warning

	MB Free for all drives
	
400 MB or less


1000 MB or less
	
Error


Warning

	% Free on Queue drive
	
5% or less


20% or less
	
Error


Warning

	MB Free on Queue drive
	
1000 MB or less


5000 MB or less
	
Error


Warning

	% Free on Log drive
	
5% or less


20% or less
	
Error


Warning

	MB Free on Log drive
	
1000 MB or less


5000 MB or less
	
Error


Warning


Key Rules for Monitoring Exchange Database Free Disk Space 

There are over 200 rules to help you monitor the health of the Exchange database. The following table describes the most important rules for monitoring the free disk space. 

	Rule Name
	Alert Properties

	Low free disk space
	Event-based 

Priority: Medium 

Severity: Warning

	The database engine is rejecting update operations due to low disk space on the designated disk
	Event-based 

Priority: Medium 

Severity: Critical

	Very low free disk space
	Event-based 

Priority: Medium 

Severity: Warning


Views for Monitoring Exchange Free Disk Space 

The views for monitoring Exchange free disk space, referred to as "storage," are in the Operations Console Monitoring pane in the Microsoft Exchange Server\Exchange 2003\Storage node. The views for monitoring Exchange storage are as follows: 


Database Performance


Database Storage Active Alerts


Mailbox Average Messages


Mailbox Average size in MB


Mailbox Median Messages


Mailbox Median size in MB


Public Folder Average Message Count


Public Folder Median Messages


Public Folder Median size in MB

The Database Performance view displays key performance data for the Exchange Database in graphical format. Select the items you want charted, such as Database Table Opens / second, for each managed server running Exchange Server 2003. 

The Database Storage Active Alerts view displays alerts generated by the Database Storage monitors and rules. For more information about an alert, see its properties in the Operations Manager 2007 Operations Console. 

The remaining views provide performance data, also referred to as "numeric data," about mailboxes and public folders, such as the average size in megabytes (MB). 

Reports for Monitoring Exchange Free Disk Space 

The reports provided by the Exchange Server 2003 Management Pack are in the Operations Console Reporting pane in Reporting\Exchange Server 2003 (Monitoring). The Exchange Server 2003 Management Pack provides a report titled "Exchange Disk Usage" to help you analyze the Exchange store disk space usage over time.

Is the Exchange Information Store Performing Normally?

The Exchange Server 2003 Management Pack provides numerous Microsoft Windows NT Performance-based threshold rules to help you monitor the availability and performance of your Exchange environment. 

The Microsoft Exchange Information Store service and associated databases are important components in Exchange 2003. Exchange Server 2003 stores user mailboxes and public folders in messaging databases. Microsoft Exchange Information Store service maintains these databases, and it is vital to monitor this service to be informed about potential problem sources before they can affect the availability of the Microsoft Exchange Information Store service. 

The Microsoft Exchange Information Store service relies on Extensible Storage Engine (ESE) to work with the actual database structures. Messaging databases are managed in storage groups and include transaction log files, a MAPI-based database file, and a streaming database. ESE uses transaction log files to store transactions that have been committed to memory, and it stores them in a persistent file without the overhead of performing a complex database operation. This approach ensures that no data is lost if there is an unexpected server shutdown. Later, transactions from the transaction log file are committed to the MAPI-based database file. For messages in Internet format that are received through the SMTP transport service, Exchange uses a streaming database to store the messages without the overhead of converting them to MAPI-based format. This is done later if a MAPI-based client, such as Microsoft Outlook, requests the message. 

When monitoring the Microsoft Exchange Information Store service, you must also monitor ESE, because memory, transaction log files, and messaging databases make up the database. All these parts must be considered when planning administration and maintenance. 

The following table lists the monitors that enable Operations Manager 2007 to provide performance data about Exchange Information Store instances: 

	Monitor Name
	Description

	IS RPC Latency
	Remote procedure call latency in milliseconds for the past 1024 packets of data.

	IS RPC Requests
	The number of client requests that are currently being processed by the Information Store.

	IS Virtual Bytes
	The current size, in bytes, of the virtual address space the Information Store process is using.

	LDAP Search Time
	The time, in milliseconds, it takes the Information Store process to send an LDAP search request and receive a response.


Are My Message Queues Within the Normal Range?

The Exchange Server 2003 Management Pack provides numerous Windows NT Performance-based self-tuning threshold rules to help you monitor the availability and performance of your Exchange environment. In Operations Manager 2007, a self-tuning threshold monitor uses a learning process to determine the normal values for a specified performance counter object and sets the threshold levels based on the learned values.  

Exchange queues are monitored by Operations Manager 2007 by using self-tuning thresholds. The SMTP Local Queue, for example, is monitored for a week to establish the baseline, during which time alerts are not raised. After the learning period, if a counter is outside the baseline an alert is raised.  

A baseline can be reset by using overrides to disable and then enable the monitor. For more information about self-tuning thresholds, see "Self-Tuning Threshold Monitors in Operations Manager 2007" (http://go.microsoft.com/fwlink/?LinkId=86799) in the Operations Manager 2007 Help. 

Placing Monitored Objects in Maintenance Mode

When a monitored object, such as a computer or distributed application, goes offline for maintenance, Operations Manager 2007 detects that no agent heartbeat is being received and, as a result, might generate numerous alerts and notifications. To prevent alerts and notifications, place the monitored object into maintenance mode. In maintenance mode, alerts, notifications, rules, monitors, automatic responses, state changes, and new alerts are suppressed at the agent.  

Because the Exchange Server 2003 Management Pack may perform mail flow synthetic transactions between mailbox servers, putting a single server in maintenance mode will not prevent alerts from being raised from other servers expecting mail from the server that is in maintenance mode.  

For more information about placing a monitored object in maintenance mode, see “How to Put a Monitored Object into Maintenance Mode” (http://go.microsoft.com/fwlink/?LinkId=108358) in Operations Manager 2007.  

Views

Use the views provided with the Exchange Server 2003 Management Pack to understand the current availability, configuration, health, and performance of your Exchange environment. The Active Alerts, All Events, All Performance Data, and All Server State views provide a broad perspective of your Exchange environment and an indication of what requires your attention. The Topology view provides a graphical representation of your Exchange environment and the health of each component. The Exchange Server 2003 Management Pack also provides views specifically for these items: 


Active Sync


Components (of Exchange)


IMAPI4


Mail Flow


Mail Queues


MAPI Logon


Message Transfer Agent


Outlook Mobile Access


Outlook Web Access


Overview (dashboard views of Exchange components)


POP3 


Server Performance


SMTP


Storage

Tasks

The Exchange Server 2003 Management Pack for Operations Manager 2007 includes general-purpose tasks targeted at the Exchange 2003 Role, such as starting the Exchange System Manager, and tasks for a specific component, and starting the SMTP service. You can use these tasks to help diagnose and resolve issues. Following are the tasks targeted at the Exchange 2003 Role: 

	Task Name
	Task Description

	Exchange System Manager
	Starts the Exchange Server System Manager from the Operations Manager 2007 Operations Console.  
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Important 

Exchange Server System Manager must be installed on the computer on which the task is run.

	Install EXBPA
	Installs the Exchange Server Best Practices Analyzer (EXBPA).

	Query Local Domain Controllers
	Lists local domain controllers and their status.

	Start, stop, pause, and resume Exchange services.
	Provides the ability to start, stop, pause, and resume Exchange monitored services, as supported by each Exchange service.
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Note 

To see all the tasks the Exchange Server 2003 Management Pack provides, click Tasks in the Monitoring pane of the Operations Manager 2007 Operations Console. 

Reports

Use the reports provided with the Exchange Server 2003 Management Pack to understand trends in your Exchange environment over specified time periods, such as a week or year. Reporting is an optional component of Operations Manager 2007. For more information on report descriptions and run instructions, see the “Appendix: Reports” section of this guide. 

Troubleshooting

Several common issues can cause errors with the Exchange Server 2003 Management Pack for Microsoft System Center Operations Manager 2007. This section describes the issues you may encounter and possible solutions.  

Troubleshoot Running the Exchange Server 2003 Configuration Wizard

This section helps you to resolve issues that can occur when you run the Exchange Server 2003 Management Pack Configuration Wizard. The Exchange Server 2003 Configuration Wizard must complete successfully to monitor Exchange Server 2003 with Operations Manager 2007. 

[image: image39.png]


Note 

The Exchange Server 2003 Management Pack Configuration Wizard utility works with Microsoft Exchange back end servers only. 

Missing 9986 Events in Operations Manager 2007

In the Configuration Wizard, you might see the following error: 

Error: Cannot configure the mailbox access account on computer <servername>. This configuration can only be made after the Exchange Operations Manager event 9986 is registered by Operations Manager 2007. 

On a back end Exchange-based server, one of the first rules that is run is the mailbox availability test. The script associated with this rule checks for the registry data that makes the test possible. The HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\ExMPLS key is used to store the encrypted credentials of the domain account used to access monitored mailboxes on each server that is running Exchange. This Mailbox Access Account (MAA) must have permissions to log on to the test mailboxes because Operations Manager 2007 uses these exact credentials to impersonate the account during logon. If the registry data is missing, this rule generates an event that triggers another rule that then initiates the publication of the missing key used to store the credentials. 

To publish the key, servers running Exchange need “helper” DCOM objects installed to work in conjunction with the publishing rules. The DCOM object responsible for the publication of the registry key that stores the MAA credentials is installed as part of Exchange Server 2003 setup. If DCOM and the helper object function are working as expected, the ExMPLS registry key is created. When the data is published, the 9986 event is generated and you can run the Configuration Wizard against that server. The wizard then writes the MAA credentials in encrypted form to the key. A rule runs daily that checks for this and generates the 9986 event if the data has been successfully published before. 

If publication fails, the rule generates events that appear in the Operations Manager 2007 Operations Console to alert you. Failures can be caused by a missing or malfunctioning DCOM object or incorrectly configured DCOM permissions. 

Make sure the appropriate COM objects are installed and registered and that the registry key has the appropriate permissions. Make sure the Exchange-based server is discovered and monitored first. Use the target for the script which raises the 9986 event to determine if the Exchange-based server has been discovered. 

Missing or malfunctioning DCOM objects installed as part of the Exchange Server 2003 Management Pack can be difficult to troubleshoot and resolve. Contact Microsoft Customer Support for assistance if you experience a failure to generate the 9986 event. 

For more information about investigating and resolving issues with default DCOM permission settings, see Microsoft Knowledge Base articles 274696 (http://go.microsoft.com/fwlink/?LinkId=103176), 899382 (http://go.microsoft.com/fwlink/?LinkId=103175), and 911143 (http://go.microsoft.com/fwlink/?LinkId=103177). 

ExMOM 8203 Alert

The ExMOM 8203 alert occurs if you selected a front end server as the home for the MAA mailbox. Front-end servers must not be used to store the MAA mailbox. To correct this issue, move the mailbox to a back end server.  

Permission-Related Errors When Running the Configuration Wizard over the Network

The following error occurs if you attempt to run the Configuration Wizard from a mapped network drive: 

Error: Request for the permission of type 

System.Security.Permissions.EnvironmentPermission, 

mscorlib, Version=1.0.5000.0, Culture=neutral, 

PublicKeyToken=b77a5c561934e089 failed 

This error is the result of new security restrictions in Microsoft .NET Framework that are designed to protect your computer and network. The Exchange Server 2003 Management Pack Configuration Wizard must be installed locally to run correctly. 

The Configuration Wizard must be installed in a location that belongs to a security policy group with FullTrust permissions. Although local drives belong to the Zone – MyComputer security policy group, which has FullTrust permissions, network shares, and mapped network drives belong to the Zone – Intranet security policy group, which has LocalIntranet permissions and might prevent the Configuration Wizard from running. 

Configuring MAPI Logon Verification Tests Across Domains

It is recommended that you use an MAA defined in the Exchange-based server resource domain instead of one defined in your user domain. By default, the Configuration Wizard creates mailboxes and user accounts that you use for mail flow tests in the same domain as the server running Exchange that you are monitoring. MAAs defined in the user domain can create issues; for example, if the Operations Manager 2007 Management Server and the domain user accounts are in a parent domain, and the server running Exchange that hosts the test mailbox is in a child domain. 
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To configure your monitoring environment to support this scenario

	1.
Open the Active Directory Users and Computers folder, and then delete the mailboxes and user accounts created by the Configuration Wizard. 

2.
Create new mailboxes and user accounts in the desired domain; for example, the parent domain. 
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Note 

One mailbox is required for each database that you want the MAPI Logon verification test to run against. Name the mailboxes servernameMOM, servernameMOM01 where <servername> is the name of the Exchange-based server that you are monitoring and continue the naming pattern as needed. The display name and the alias for these accounts must be exactly the same or Automatic Name Resolution will not work correctly 

3.
Wait for Active Directory replication to complete. These accounts must be replicated to the global catalog server used by the Configuration Wizard for the wizard to recognize them.

4.
Run the Configuration Wizard, verifying that the wizard correctly identifies the accounts that you created for the MAPI Logon text.
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Important 

Both the Configuration Wizard and the script performing the MAPI logon verification test must be able to find the new accounts when querying the global catalog server. There is replication latency between the domain controllers, and it might take some time for the accounts you created to replicate to the global catalog server used by the Configuration Wizard and script. 

Front End Servers

To successfully run the Configuration Wizard for front end servers, you must have at least one back end server with at least one test mailbox for Office Outlook Web Access logons, and a mailbox access account for Outlook Mobile Access and Exchange ActiveSync logons. If none of the back end servers that your front end server communicates with have a test mailbox or MAA available, the Configuration Wizard displays the following error: 

Error: Unable to locate test mailbox for front-end monitoring of server <servername>. Front-end monitoring settings will not be applied to this server.

For more information, see “Configuring for Monitoring Outlook Web Access, Outlook Mobile Access, and Exchange ActiveSync“(http://go.microsoft.com/fwlink/?LinkId=103174). 

Troubleshoot Monitoring Exchange Server 2003 with Operations Manager 2007

This section helps you to resolve issues that can occur after you have successfully run the Exchange Server 2003 Management Pack Configuration Wizard. 

.NET Framework Error

If you have upgraded the .NET Framework from version 1.1 to 2.0 on servers running Exchange without applying the hotfix described in the Knowledge Base article 919356 (http://go.microsoft.com/fwlink/?LinkId=82104), monitoring of the servers will not function properly.

The following error usually appears in the Operations Manager 2007 event and debugging logs:

0x80131502(-2146233086) Index was out of range. Must be non-negative and less than the size of the collection. Parameter name: index 

The article addresses an issue related to monitoring Exchange Server 2003 with MOM 2005. The hotfix is also applicable to monitoring Exchange Server 2003 with Operations Manager 2007. 

If you have installed .NET Framework 2.0 or 3.0 and hotfix MS07-040 on your front-end servers, you may find the following error in the Operations Manager 2007 event logs: 

OWA logon verification : OWA Logon failed.  

URL: <https://publicurl/servername>  

Error: RequestCanceled  

Descripton: System.Net.WebException: The request was aborted: The request was canceled. ---> System.NotSupportedException: This method is not supported by this class. 

To resolve this error, apply the hotfix described in Knowledge Base article 943511 (http://go.microsoft.com/fwlink/?LinkId=112304). The article addresses an issue related to monitoring Exchange Server 2003 with MOM 2005. The hotfix is also applicable to monitoring Exchange Server 2003 with Operations Manager 2007. 
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Important 

The hotfix requires Exchange Server 2003 Service Pack 2 

MAPI Logon Verification Script Errors

The Configuration Wizard creates the mailbox access account (MAA) and the Test Accounts and Mailboxes folder. These accounts are used for the MAPI Logon script and Outlook Web Access (OWA) logon script to monitor the Exchange-based servers. 

To verify that the Mailbox Store is mounted and that Microsoft Office Outlook users can successfully log on, the Exchange Management Pack runs the MAPI Logon Verification script. In this script, the MAA credentials are used to log on and open the mailbox of the Test mailbox (servernameMOM). The Mail Flow Verification scripts also use MAPI logon to send and receive messages. 

You might encounter one or more of the following MAPI logon errors: 


MAPI_E_NOT_FOUND, MAPI_E_LOGON_FAILED


MAPI_E_NOT_INITIALIZED

For information about resolving these errors, see Knowledge Base article 911144 (http://go.microsoft.com/fwlink/?LinkId=103343). 

If you are getting MAPI logon errors, follow all the troubleshooting steps in the Knowledge Base article, because there can be multiple causes for these issues and resolving one can help identify the underlying issue. For more information about MAPI errors, see Knowledge Base article 238119 (http://go.microsoft.com/fwlink/?LinkId=103344). 

It is also important to verify that the MAA has full mailbox rights to the mailbox used for the MAPI Logon test. You can verify whether the MAA has permission by using the following procedure. 
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To verify the mailbox access account has full mailbox rights 

	1.
Open Outlook as the Mailbox access account, and then click File.

2.
Click Open, and then click Other User’s Folder.  

3.
Select the Test mailbox. The Inbox of the Test account is displayed.


If you cannot open the test mailbox, use the following procedure. 
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To set full mailbox access rights 

	1.
Open the Active Directory Users and Computers folder, and then look at the properties of the Test mailbox.

2.
Click Exchange Advanced, and then click Mailbox Rights to display the MAA. 

3.
Select Full Mailbox Access, and then click OK.


If you continue to have issues opening the Test mailbox, verify none of the mailboxes used by Operations Manager 2007, such as the MAA and Test mailboxes, are hidden. If the accounts are hidden in the global address list (GAL), the MAPI logon script or Mail Flow Verification scripts are unable to use the accounts. 

If the accounts are not hidden but you are still unable to log on to Outlook, determine how the accounts were created; for example, accounts created by using the Configuration Wizard, manually, or other products The account creation method of creating the accounts might provide information why you cannot send or receive e-mail messages with Outlook. 

Front-End Monitoring

Secure Sockets Layer (SSL) is required on Exchange Server 2003 front-end servers for the Outlook Web Access, Outlook Mobile Access (OMA), and Exchange ActiveSync availability scripts to function. To verify that SSL is configured for each virtual directory, follow the steps provided in the "How to Configure SSL Monitoring" section of this guide.  

Use the following options to help resolve issues related to monitoring OWA and OMA. 


Make sure that OMA is enabled, which is disabled by default. To enable OMA, run Exchange System Manager. Click Global Settings, click Mobile Settings, click Properties, and then click Enable Outlook Mobile Access. 


Verify the Test mailbox was created. The mailbox name is <backendservername>MOM. For example, Server1MOM. 


Verify OWA functionality. On the front-end server, run https://localhost/Exchange/Server1MOM. The user name and password are the ones used when the Exchange Management Pack Configuration Wizard was run. 


Verify OMA functionality. On the front end server, run https://localhost/OMA. The user name and password are the ones used when the Exchange Management Pack Configuration Wizard was run. 

The Configuration Wizard does not overwrite the value in BEAccount if there is a value present. If you want to change the mailbox defined on your back end server that the front end monitoring script uses for logon tests, use the following procedure. 
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To change the mailbox defined on your back-end server 

	1.
Run the Configuration Wizard, and disable front end monitoring to remove the value defined for the BEAccount. Close the Configuration Wizard. 

2.
Run the Configuration Wizard, and select the back end and front end servers that you want to monitor.


Appendix: Monitors and Overrides for Management Packs

This section provides detailed procedures and scripts that allow you to display rules and other information about the management packs you import.

How to View Management Pack Details

For more information about a monitor and the associated override values, see the knowledge for the monitor.
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To view knowledge for a monitor

	1.
In the Operations Console, click the Authoring button.

2.
Expand Management Pack Objects, and then click Monitors.

3.
In the Monitors pane, expand the targets until you reach the monitor level. Alternatively, you can use the Search box to find a particular monitor.

4.
Click the monitor, and in the Monitors pane, click View knowledge.

5.
Click the Product Knowledge tab.


How to Display Monitors for a Management Pack

To display a list of outputs for a management pack's monitors and overrides using the Command Shell, use the following procedure.
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To display monitors for a management pack

	1.
In the Command Shell, type the following command:

get-monitor -managementPack name.mp | export-csv filename

2.
A .csv file is created. The .csv file can be opened in Microsoft Excel.
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Note 

In Excel, you may be required to specify that the .csv file is a text file.


For example, the command below retrieves data for the monitors associated with one of the core management packs:

get-monitor -managementPack System.Health.Library.mp | export-csv "C:\monitors.csv"
How to Display Overrides for a Management Pack

To display overrides for a management pack use the following procedure.
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To display overrides for a management pack

	1.
In the Command Shell, type the following command:

get-override -managementPack name.mp | export-csv filename
2.
A .csv file is created. The .csv file can be opened in Excel.
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Note 

In Excel, you may be required to specify that the .csv file is a text file.


For example, this command displays the overrides for one of the core management packs:

get-override -managementPack Microsoft.SystemCenter.OperationsManager.Internal.mp | export-csv "c:\overrides.csv"
How to Display All Management Pack Rules

You can use Windows PowerShell to display a list of rules for the management packs that you imported. The list of rules can be viewed in Excel.
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To display management pack rules

	1.
In your management server, click Programs, and then click System Center.
2.
Click Command Shell.

3.
In the Command Shell window, type the following command:

get-rule | select-object @{Name="MP";Expression={ foreach-object {$_.GetManagementPack().DisplayName }}},DisplayName | sort-object -property MP | export-csv "c:\rules.csv"

4.
A .csv file is created. The .csv file can be opened in Excel.
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Note 

In Excel, you may be required to specify that the .csv file is a text file.


How to Display Monitor Thresholds

To display monitor thresholds, use the script described in this section. This script works for the majority of monitors. It creates a .csv file that with the following columns, and can be viewed using Excel.

	Column
	Description

	Type
	The type of objects the monitor is targeted to

	DisplayName
	The display name of the monitor

	Threshold
	The threshold used by the monitor

	AlertOnState
	Determines whether the monitor generates an alert when the state changes

	AutoResolveAlert
	Determines whether the generated alert will be automatically resolved when the monitor state goes back to green

	AlertSeverity
	The severity of the generated alert


Run the following script to create the .csv file that displays the monitor thresholds:

function GetThreshold ([String] $configuration)
{
$config = [xml] ("<config>" + $configuration + "</config>")
$threshold = $config.Config.Threshold
if($threshold -eq $null)
{
$threshold = $config.Config.MemoryThreshold
}
if($threshold -eq $null)
{
$threshold = $config.Config.CPUPercentageThreshold
}
if($threshold -eq $null)
{
if($config.Config.Threshold1 -ne $null -and $config.Config.Threshold2 -ne $null)
{
$threshold = "first threshold is: " + $config.Config.Threshold1 + " second threshold is: " + $config.Config.Threshold2
}
}
if($threshold -eq $null)
{
if($config.Config.ThresholdWarnSec -ne $null -and $config.Config.ThresholdErrorSec -ne $null)
{
 $threshold = "warning threshold is: " + $config.Config.ThresholdWarnSec + " error threshold is: " + $config.Config.ThresholdErrorSec 
}
}
if($threshold -eq $null)
{
if($config.Config.LearningAndBaseliningSettings -ne $null)
{
$threshold = "no threshold (baseline monitor)"
}
}
return $threshold
}
$perfMonitors = get-monitor -Criteria:"IsUnitMonitor=1 and Category='PerformanceHealth'"
$perfMonitors | select-object @{name="Target";expression={foreach-object {(Get-MonitoringClass -Id:$_.Target.Id).DisplayName}}},DisplayName, @{name="Threshold";expression={foreach-object {GetThreshold $_.Configuration}}}, @{name="AlertOnState";expression={foreach-object {$_.AlertSettings.AlertOnState}}}, @{name="AutoResolveAlert";expression={foreach-object {$_.AlertSettings.AutoResolve}}}, @{name="AlertSeverity";expression={foreach-object {$_.AlertSettings.AlertSeverity}}} | sort Target, DisplayName | export-csv "c:\monitor_thresholds.csv"
How to Display Performance Collection Rules

To display performance collection rules, use the script in this section. This script works for the majority of monitors. It creates a .csv file that with the following columns, and can be viewed using Excel.

	Column
	Description

	WriteAction
	Contains information about where the performance counter is written

	WriteToDB or CollectionPerformanceData
	Writes to the Operations Manager database

	WriteToDW or CollectPerfDataWarehouse
	Writes to the data warehouse

	WC
	Stores baseline data for a performance counter into the operational database


 To display the performance collection rules present in the management group, run the following script:

function GetPerfCounterName ([String] $configuration)
{
$config = [xml] ("<config>" + $configuration + "</config>")
return ($config.Config.ObjectName + "\" + $config.Config.CounterName)
}
function GetFrequency ([String] $configuration)
{
$config = [xml] ("<config>" + $configuration + "</config>")
$frequency = $config.Config.Frequency;
if($frequency -eq $null)
{
$frequency = $config.Config.IntervalSeconds;
}
return ($frequency)
}
function GetDisplayName($performanceRule)
{
 if($performanceRule.DisplayName -eq $null)
 {
  return ($performanceRule.Name);
 }
 else
 {
  return ($performanceRule.DisplayName);
 }
}
function GetWriteActionNames($performanceRule)
{
 $writeActions = ""; 
 foreach($writeAction in $performanceRule.WriteActionCollection)
 {
  $writeActions += " " + $writeAction.Name;
 }
 return ($writeActions);
}
$perf_collection_rules = get-rule -criteria:"Category='PerformanceCollection'"
$perf_collection_rules | select-object @{name="Type";expression={foreach-object {(Get-MonitoringClass -id:$_.Target.Id).DisplayName}}},@{name="RuleDisplayName";expression={foreach-object {GetDisplayName $_}}} ,@{name="CounterName";expression={foreach-object {GetPerfCounterName $_.DataSourceCollection[0].Configuration}}},@{name="Frequency";expression={foreach-object {GetFrequency $_.DataSourceCollection[0].Configuration}}},@{name="WriteActions";expression={foreach-object {GetWriteActionNames $_}}}  | sort Type,RuleDisplayName,CounterName | export-csv "c:\perf_collection_rules.csv"
Appendix: Configuration Wizard

You must use version 06.05.7903 of the Exchange Server 2003 Management Pack Configuration Wizard with Operations Manager 2007. This section covers instructions on editing the configuration file, using the command-line interface, and syntax for the ExchangeMPConfig.exe executable.

How to Edit the Configuration File

This section describes the configuration file used to configure the Exchange Server 2003 Management Pack. The configuration file is an XML file that lets users control configuration options by using the Exchange Server 2003 Management Pack Configuration Wizard. It also lets users script the configuration and view a report of the current configuration options. 

The following table lists the container objects in a configuration file. Use the container objects to help find sections in the configuration file you want to modify. 

	Container Object
	Description

	AdministrativeGroup
	This node is a container object for <Servers> elements. It also has an <AdministrativeGroupName> element. The AdministrativeGroupName element contains the name of an administrative group as displayed by Exchange System Manager. There must be exactly one instance of the AdministrativeGroupName element and exactly one instance of the Servers element. 

Parent: AdministrativeGroups.

	AdministrativeGroups
	This node is a container object of administrative groups listed in the configuration file. It must contain at least one <AdministrativeGroup> element. 

Parent: Configuration.

	BackEnd
	This node is a container object for the following configuration options, which can be set for a back-end server running Exchange: <ServerName>, <MonitorMessageTracking>, <ServicesToMonitor>, <MailBoxAccessAccount>, <MDBAvailabilityMonitoring>, and <MailFlowMonitoring>. 

The ServerName object contains the fully qualified domain name (FQDN) or the NetBIOS name of the server as a string. The MonitorMessageTracking object contains a Boolean value that specifies whether Message Tracking is enabled. The other three objects are container objects for other configuration elements. 

For an input configuration file, each BackEnd node must contain either zero or one instance of each of these objects. The only exception is the ServerName element. Each BackEnd instance must contain exactly one instance of the ServerName element. For the other elements, not specifying an element means that it will not be configured. An output report must contain exactly one instance of each of these objects. 

Parent: Servers

	Configuration
	This is the root node for the XML file. It can contain one child object, the <AdministrativeGroups> object, which is a container object for AdministrativeGroup configuration information. There must be at least one AdministrativeGroup object. There can be more than one AdministrativeGroup object. 

Parent: None

	FrontEnd
	This node is a container element for configuration information for a front-end server running Exchange. It must contain exactly one <ServerName> element, which is a string that contains the FQDN of the server. It can also contain <ServicesToMonitor>, <FrontEndAvailabilityMonitoring>, <MailBoxAccessAccount>, and <MonitorMessageTracking> objects (previously defined).  

Parent: Servers

	MailBoxAccessAccount
	This node contains the account information for the MailBoxAccessAccount for the current server. It contains <username> and <domain> elements, which are strings and contain the user name and domain name of the Mailbox Access Account, respectively. This object is used only in the output configuration report. It is ignored when importing a configuration file, and the user is prompted to enter a user name and password for the Mailbox Access Account when running the tool from the command line.

Parent: BackEnd and FrontEnd

	MailFlowMonitoring
	This node contains four elements:

1.
<ExpectMailFrom>

2.
<SendMailToServer>

3.
<SendMailToMailbox>

4.
<TestMailBox>. ExpectMailFrom and SendMailToServer are repeating string elements

They contain the NetBIOS name of the server they are expecting mail from or are supposed to send mail to, respectively. SendMailToMailbox is used to specify custom mailboxes (instead of servers) to which the server is supposed to send messages. This element enables customers to use "custom test mailboxes." When using SendMailToMailbox, it is mandatory to add <ServerMailToServer>Custom</SendMailToServer> to the mail flow configuration; otherwise, no mail flow message will be sent to the customer mailboxes. There can be multiple instances of all elements. TestMailBox, an optional element that can be used to send or receive mail flow messages, should be specified whenever using customer mailboxes to monitor mail flow.

Parent: BackEnd

	MDBAvailabilityMonitoring
	This node contains <MDBToMonitor> objects. The MDBToMonitor object contains the configuration of each MDB. If empty, it means that the configuration will disable MAPI logon availability. 

Parent: BackEnd

	MDBToMonitor
	This node contains the following three elements:

1.
<StorageGroup>

2.
<MDBName>

3.
<TestMailBox>

They specify information about an MDB. The first two elements are required, and exactly one instance of each element must exist under this node. The TestMailBox element can be present, but it is not required. If it is present, this name is used for the mailbox monitoring account. If it is not present, the default naming scheme is used.

Parent: MDBAvailabilityMonitoring

	Servers
	This node is a container object for <BackEnd> and <FrontEnd> objects. FrontEnd and BackEnd objects contain the configuration information for front-end or back-end servers, respectively. There can be multiple instances of the FrontEnd and BackEnd objects under the server container. No other elements can be in the Servers container object. 

Parent: AdministrativeGroup

	ServicesToMonitor
	This node contains the services to monitor. It contains the <ServiceName> element, which is a string and contains the system name of the service to monitor; for example, SMTPSVC or MSExchangeIS, not Simple Mail Transfer Protocol or Microsoft Exchange Information Store service. This is a repeating element (). 

Parent: FrontEnd or BackEnd
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Note 

The MailBoxAccessAccount elements are ignored when importing the configuration file. They are used only for output reporting. 

Sample File Format 

The following sample configuration file enables custom front-end monitoring. 
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Note 

Some lines in the following code snippet have been displayed in multiple lines for better readability only. These should be entered in a single line. 

<Configuration>

  <AdministrativeGroups>

    <AdministrativeGroup>

      <AdministrativeGroupName>First Administrative Group

      </AdministrativeGroupName>

      <Servers>

        <FrontEnd>

          <ServerName>MAILSRV</ServerName>

          <FrontEndAvailabilityMonitoring>

            <Enabled>true</Enabled>

            <BackEndAccount>customBEAcct</BackEndAccount>

          </FrontEndAvailabilityMonitoring>

        </FrontEnd>

      </Servers>

    </AdministrativeGroup>

  </AdministrativeGroups>

</Configuration>

The following sample configuration file is the typical configuration for one computer.
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Note 

Some lines in the following code snippet have been displayed in multiple lines for better readability only. These should be entered in a single line. 

<Configuration>

  <AdministrativeGroups>

    <AdministrativeGroup>

      <AdministrativeGroupName>First Administrative Group

      </AdministrativeGroupName>

      <Servers>

        <BackEnd>

          <ServerName>MAILSRV</ServerName>

          <MonitorMessageTracking>true</MonitorMessageTracking>

          <MailBoxAccessAccount>

            <Username>mbaccess</Username>

            <Domain>tidev</Domain>

          </MailBoxAccessAccount>

          <ServicesToMonitor>

            <ServiceName>MSExchangeIS</ServiceName>

            <ServiceName>MSExchangeMGMT</ServiceName>

            <ServiceName>MSExchangeMTA</ServiceName>

            <ServiceName>MSExchangeSA</ServiceName>

            <ServiceName>SMTPSVC</ServiceName>

            <ServiceName>W3SVC</ServiceName>

          </ServicesToMonitor>

          <MDBAvailabilityMonitoring>

            <MDBToMonitor>

              <StorageGroup>SG01</StorageGroup>

              <MDBName>mailboxStore01</MDBName>

              <TestMailBox>MAILSRVMOM</TestMailBox>

            </MDBToMonitor>

          </MDBAvailabilityMonitoring>

          <MailFlowMonitoring>

            <SendMailtoServer>OTHERMAILSRV</SendMailtoServer>

            <SendMailtoServer>MAILSRV</SendMailtoServer>

            <ExpectMailFrom>OTHERMAILSRV</ExpectMailFrom>

            <ExpectMailFrom>MAILSRV</ExpectMailFrom>

            <TestMailBox>MAILSRVMOM</TestMailBox>

          </MailFlowMonitoring>

        </BackEnd>

      </Servers>

    </AdministrativeGroup>

  </AdministrativeGroups>

</Configuration>

The following sample file configures mail flow. 

<Configuration>

  <AdministrativeGroups>

    <AdministrativeGroup>

      <AdministrativeGroupName>SouthAmerica</AdministrativeGroupName>

      <Servers>

        <BackEnd>

          <ServerName>BOLIVIA</ServerName>

          <MailFlowMonitoring>

            <ExpectMailFrom>COLOMBIA</ExpectMailFrom>

            <TestMailBox>customAcct01</TestMailBox>

          </MailFlowMonitoring>

        </BackEnd>

        <BackEnd>

          <ServerName>ARGENTINA</ServerName>

          <MailFlowMonitoring>

            <ExpectMailFrom>COLOMBIA</ExpectMailFrom>

            <TestMailBox>customAcct02</TestMailBox>

          </MailFlowMonitoring>

        </BackEnd>

      </Servers>

    </AdministrativeGroup>

    <AdministrativeGroup>

      <AdministrativeGroupName>Africa</AdministrativeGroupName>

      <Servers>

        <BackEnd>

          <ServerName>KENYA</ServerName>

          <MailFlowMonitoring>

            <ExpectMailFrom>COLOMBIA</ExpectMailFrom>

            <TestMailBox>customAcct03</TestMailBox>

          </MailFlowMonitoring>

        </BackEnd>

        <BackEnd>

          <ServerName>NIGERIA</ServerName>

          <MailFlowMonitoring>

            <ExpectMailFrom>COLOMBIA</ExpectMailFrom>

            <TestMailBox>customAcct04</TestMailBox>

          </MailFlowMonitoring>

        </BackEnd>

      </Servers>

    </AdministrativeGroup>

    <AdministrativeGroup>

      <AdministrativeGroupName>Oceania</AdministrativeGroupName>

      <Servers>

        <BackEnd>

          <ServerName>AUSTRALIA</ServerName>

          <MailFlowMonitoring>

            <ExpectMailFrom>COLOMBIA</ExpectMailFrom>

            <TestMailBox>customAcct05</TestMailBox>

          </MailFlowMonitoring>

        </BackEnd>

      </Servers>

    </AdministrativeGroup>

    <AdministrativeGroup>

      <AdministrativeGroupName>NorthAmerica</AdministrativeGroupName>

      <Servers>

        <BackEnd>

          <ServerName>MEXICO</ServerName>

          <MailFlowMonitoring>

            <ExpectMailFrom>COLOMBIA</ExpectMailFrom>

            <TestMailBox>customAcct06</TestMailBox>

          </MailFlowMonitoring>

        </BackEnd>

        <BackEnd>

          <ServerName>CANADA</ServerName>

          <MailFlowMonitoring>

            <ExpectMailFrom>COLOMBIA</ExpectMailFrom>

            <TestMailBox>customAcct07</TestMailBox>

          </MailFlowMonitoring>

        </BackEnd>

        <BackEnd>

          <ServerName>COLOMBIA</ServerName>

          <MailFlowMonitoring>

            <SendMailtoMailbox>customAcct01</SendMailtoMailbox>

            <SendMailtoMailbox>customAcct02</SendMailtoMailbox>

            <SendMailtoMailbox>customAcct03</SendMailtoMailbox>

            <SendMailtoMailbox>customAcct04</SendMailtoMailbox>

            <SendMailtoMailbox>customAcct06</SendMailtoMailbox>

            <SendMailtoMailbox>customAcct05</SendMailtoMailbox>

            <SendMailtoMailbox>customAcct07</SendMailtoMailbox>

            <SendMailtoServer>Custom</SendMailtoServer>

            <TestMailBox>customAcct08</TestMailBox>

          </MailFlowMonitoring>

        </BackEnd>

      </Servers>

    </AdministrativeGroup>

  </AdministrativeGroups>

</Configuration>

Using the Command-Line Interface

This section describes the command-line version of the Configuration Wizard. The command-line interface provides advanced administrators with greater control over the configuration of the Exchange Server 2003 Management Pack. The name of the executable file is ExchangeMPConfig.exe, and it is installed with the Configuration Wizard. 
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Important 

It is highly recommended that you run the Configuration Wizard first against your current server configuration so that you can export a valid configuration file. 

The command-line interface supports two major operations: importing a user-created configuration file or creating a report in the form of a configuration file that shows the current configuration of a server or administrative group. 

When importing a configuration file, the command-line interface supports silent operation and interactive operation. For silent operation, you are not required to enter any information beyond command-line parameters. This mode is useful for scripting. To run the operation in silent mode, you must specify, in addition to the configuration file, both the Mailbox Access Account user name and password as parameters on the command line. Silent mode can be used only if the Mailbox Access Account was previously created. 

In interactive mode, you must specify, at minimum, the configuration file that you want to import. Optionally, you can choose to specify a Mailbox Access Account on the command line. If it is not provided, the ExchangeMPConfig.exe tool will prompt for it interactively. You will also be prompted for the Mailbox Access Account password. If the Mailbox Access Account will be created by the tool, you must also specify the location of its Exchange mailbox (the server running Exchange, storage group, and mailbox store). 

The command-line interface, like the wizard, can be run on any workstation or server as long as it meets the prerequisites described in this section. 

ExchangeMPConfig.exe Syntax

You can import and export configurations through the ExchangeMPConfig.exe tool. 
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To import and apply a configuration 


Use the following command-line command: 

ExchangeMPConfig.exe  /i <filename> [/u <domain\username> [/p <password>]]  

/i filename.xml – Sets configuration on user's servers based on the information in filename.xml. 


Optional parameters used with /i are as follows: 

/u username – The user can use the /u parameter to specify the Mailbox Access Account. The user name will be in the DOMAIN\username format. The tool will validate this. 

/p password – The user can use the /p parameter to specify the password for the Mailbox Access Account. /u is required. 
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To export a configuration 


Use the following command-line command: 

ExchangeMPConfig.exe  /e <filename> [/s <serverFilter>] [/a <administrativeGroupFilter>] 

/e filename.xml – Creates a report named filename.xml that contains the configuration information of the selected servers. Filename.xml is the configuration file (configuration.xml) that is used with the /i parameter. 


Optional parameters used with /e are as follows: 

/s servername – Specifies the server from which to obtain the configuration file, instead of the default local computer. It can be used in combination with wildcard characters such as * and ?. Examine the usage output of the tool for more information. 

/a admin group – Specifies the common name of an administrative group from which to obtain the configuration. If this parameter is set, the tool discovers all Exchange servers in the specified domain, obtains the configuration information from each server, and saves it to the configuration file. It can be used in combination with wildcard characters such as * and ?. 

/? – Displays the valid command switches for the command, and gives a summary of what each does. 

Each parameter must be separated by a space from the value associated with the parameter. For example, /e configuration.xml is valid, but /e:configuration.xml, /e=configuration.xml, and /econfiguration.xml are not valid parameters. 


The following table lists typical command lines that you can use to run ExchangeMPConfig.exe. 

[image: image60.png]


Note 

Some commands in the following table have been displayed in multiple lines for better readability only. These should be entered in a single line. 

	Command Line
	Description

	ExchangeMPConfig.exe
	This command runs the wizard in GUI mode.

	ExchangeMPConfig.exe /i configuration.xml
	This command imports the configuration specified in configuration.xml. An error is presented if the local computer does not have the Exchange System Manager tools installed or the current user does not have permissions to do the required configuration.  

Because no Mailbox Access Account is specified on the command line, when the command executes, you are prompted for the Mailbox Access Account user name and password only if required by the configuration. 
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Note 

The password field is not shown. As you type characters in the password, the command prompt pointer remains at the same location. 

Output: 

C:\> ExchangeMPConfig.exe /i configuration.xml 

Mailbox Access Account Username  (Domain\account): <name user entered> 

Password: 

Configuration Successful.

	ExchangeMPConfig.exe /i configuration.xml /u ExDom\MailAcct
	This command functions the same as ExchangeMPConfig.exe /i configuration.xml, but because the user name is provided, you are not prompted to enter a Mailbox Access Account interactively. However, you are still prompted for a Mailbox Access Account password only if necessary in the configuration. 

Output: 

C:\> ExchangeMPConfig.exe /i configuration.xml /u ExchDomain\MailAcct 

Password:

	ExchangeMPConfig.exe /i configuration.xml /u ExDom\MailAcct /p pass
	This command performs the same action as the preceding command, but the Mailbox Access Account password is provided on the command line. The user is not prompted to interactively enter any information when using these parameters.

	ExchangeMPConfig.exe /e report.xml
	This command generates a configuration file that contains the current configuration information for all servers running Exchange. The file format is compliant with the format required for the /i parameter. 

Output: 

C:\> ExchangeMPConfig.exe /e report.xml 

Generating configuration report for the local system. This operation  may take several minutes.  

	ExchangeMPConfig.exe /e report.xml /s exch1
	This command generates a configuration file. The system is specified with the /s parameter and the configuration of that system is retrieved instead of the local system. The listed server name can be the NetBIOS or FQDN name for the computer running Exchange. 

In addition to addressing the errors listed in the previous command, the Exchange System Management Tools must be installed on the system where the configuration tool runs. If the tools are not on the local system, you will receive an error. Also, if the specified server cannot be contacted, you will receive an error. Only errors that are different from the above are listed here. 

Output: 

C:\> ExchangeMPConfig.exe /e  

report.xml /s exch1 

Generating configuration report for exch1. This operation may take several minutes. 

	ExchangeMPConfig.exe /e report.xml /a ExAG1
	This command works similarly to the prepreceding two commands. It generates a configuration file for the domain specified with the /a parameter. All servers running Exchange and the Exchange Management Pack are queried for their current configuration. The administrative group name must be the common name of the administrative group. 

Output: 

C:\> ExchangeMPConfig.exe /e report.xml /a ExAG1 

Generating configuration report for ExAG1. This operation may take several minutes. 

	ExchangeMPConfig.exe /?
	This command displays the usage information for the executable. Usage information is also displayed if the user does not enter valid command-line parameters.


Appendix: Reports

This section contains two tables, one that lists the reports included with the Exchange Server 2003 Management Pack for Operations Manager 2007 with a description of what the report displays and the other table that contains the Report Targets for each report and also indicates if a performance collection rule needs to be enabled in order for the report to contain data. 
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Note 

Several of these reports also require the Configuration Wizard to be run in order to contain data, for example the reports dealing with mailbox size.

Report Descriptions

The following table lists the reports included with the Exchange Server 2003 Management Pack for Operations Manager 2007 and a description of what the report displays.

	Report
	Description

	Active Client Logons by Day
	Provides a graph of the active client logons to Mailbox and Public Folder Stores during the specified time period. The graph indicates the minimum, maximum, and average active client logons based on the MSExchangeIS Public/Active Client Logons and MSExchangeIS Mailbox/Active Client Logons performance counters.  

If more than one information store is specified, the report will first average each counter for all the information stores. It is then possible to drill down to see one graph for each specified store and counter.

	Client Logons Per Day
	Provides a graph of the client logons to Mailbox and Public Folder stores during the specified time period. The graph indicates the minimum, maximum, and average active client logons based on the MSExchangeIS Public/Client Logons and MSExchangeIS Mailbox/Client Logons performance counters.  

If more than one information store is specified, the report will first average each counter for all the information stores. It is then possible to drill down to see one graph for each specified store and counter.

	Exchange Disk Usage
	Provides disk usage information for Exchange Server 2003 servers, based on the PhysicalDisk/Current Disk Queue Length, PhysicalDisk/Disk Reads/sec, and PhysicalDisk/Disk Reads/sec performance counters during the specified time period.  

If more than one server is specified, the report will first average the results for all the disks and servers. It is then possible to drill down to see one graph for each specified server and disk instance.

	Exchange IMAP4 Usage  
	Summarizes the Internet Message Access Protocol 4 (IMAP4) usage rates, based on the MSExchangeIMAP4/LOGIN Rate and MSExchangeIMAP4/ UID Rate performance counters during the specified time period.  

If more than one server is specified, the report will first average the results over all servers for each counter. It is then possible to drill down to see one graph for each counter and server.

	Exchange Information Store Usage
	Summarizes internal Remote Procedure Call (RPC) operations against the Information Store by using the MSExchangeIS/ RPC Operations/sec and MSExchangeIS/ RPC Requests performance counters during the specified time period.  

If more than one server is specified, the report will first average the results over all servers for each counter. It is then possible to drill down to see one graph for each counter and server.

	Exchange Mailbox Store Usage
	Summarizes rates of operations in the Mailbox Store based on the MSExchangeIS Mailbox/ Messages Delivered/min, MSExchangeIS Mailbox/ Messages Sent/min and MSExchangeIS Mailbox/ Messages Submitted performance counters during the specified time period.  

If more than one server is specified, the report will first average the results over all servers for each counter. It is then possible to drill down to see one graph for each counter and server.

	Exchange MTA Usage
	Summarizes rates of operations in the Message Transfer Agent (MTA) based on the MSExchangeMTA/Message Bytes/Sec and MSExchangeMTA/Messages/Sec performance counters.  

If more than one server is specified, one graph per server is drawn.

	Exchange POP3 Usage
	Summarizes rates of Post Office Protocol 3 (POP3) client usage and activity based on the MSExchangePOP3/RETR Rate and MSExchangePOP3/USER Rate performance counters.  

If more than one server is specified, the report will first average the results over all servers for each counter. It is then possible to drill down to see one graph for each counter and server.

	Exchange SMTP Usage
	Summarizes rates of Simple Mail Transfer Protocol (SMTP) activity based on the SMTP Server/ Message Bytes Received/sec, SMTP Server/Message Bytes Sent/sec and SMTP Server/Messages Delivered/sec performance counters, providing information about mail flow through your organization.  

If more than one server is specified, the report will first average the results over all servers for each counter. It is then possible to drill down to see one graph for each counter and server.

	Exchange WebMail Usage
	Summarizes rates of Web Mail or Outlook Web Access (OWA) client usage and activity based on the MSExchange Web Mail/ Message opens per sec and MSExchange Web Mail/ Message sends (total) performance counters. 

If more than one server is specified, the report will first average the results over all servers for each counter. It is then possible to drill down to see one graph for each counter and server.

	Highest Growth mailboxes
	Summarizes the top 100 Exchange mailboxes in terms of size on each Exchange database in the organization.  First, the results are displayed per database. It is then possible to drill down to see the size of each mailbox.

	Highest Growth Public Folders
	Summarizes the top 100 Exchange public folders in terms of size on each Exchange database in the organization.  First, the results are displayed per database. It is then possible to drill down to see the size of each public folder.

	MTA Work Queue Length by Day
	Summarizes the MTA Work Queue Length for the given period by displaying the MSExchangeMTA/ Work Queue Length performance counter.  

If more than one server is specified, the report will first average the results over all servers for each counter. It is then possible to drill down to see one graph for each counter and server.

	SMTP In: Top 100 Recipients by Message Count
	Summarizes the Top 100 SMTP recipients (user@domain.com) by message count for the specified databases.

	SMTP In: Top 100 Recipients by Size
	Summarizes the Top 100 SMTP recipients (user@domain.com) by message size for the specified databases.

	SMTP Out: Top 100 Senders by Message Count
	Summarizes the Top 100 sender’s SMTP domains (@domain.com) by message count for the specified databases. This will include internal as well as external SMTP domains.

	SMTP Out: Top 100 Senders by Size
	Summarizes the Top 100 sender’s SMTP domains (@domain.com) by message size for the specified databases. This will include internal as well as external SMTP domains.

	Top 100 Mailboxes by Message Count
	Summarizes the top 100 mailboxes by message count for the specified databases.

	Top 100 Mailboxes by Size
	Summarizes the top 100 mailboxes by mailbox size for the specified databases.

	Top 100 Public Folders by Message Count
	Summarizes the top 100 public folders by public folder message count for the specified databases.

	Top 100 Public Folders By Size
	Summarizes the top 100 public folders by public folder size for the specified databases.


How to Run Reports

The following table contains the Report Targets for each report and indicates whether a performance collection rule needs to be enabled in order for the report to contain data.

	Report
	Target Object Class Name (Group including Exchange Server Works)
	Search For Objects Beginning With
	Related Performance Collection Rules
	Notes

	Active Client Logons by Day
	Exchange IS Service
	Information Store
	Public Folder Store: Active Client Logons

Mailbox Store: Active Client Logons
	


	Client Logons Per Day
	Exchange IS Service
	Information Store
	Public Folder Store: Client Logons 

Mailbox Store: Client Logons
	


	Exchange Disk Usage
	Exchange 2003 Role
	Server's Netbios Name
	Current Disk Queue Length (All disks) 

Disk Reads /second (All disks)

Disk Writes /second (All disks)
	


	Exchange IMAP4 Usage  
	Exchange IMAP4 Service
	IMAP4
	IMAP4: Logons / second 

IMAP4: Unique Identifier (UID) commands / second
	


	Exchange Information Store Usage
	Exchange IS Service
	Information Store
	Remote Procedure Call (RPC) operations / second 

Performance Collection Rule for IS RPC Requests
	


	Exchange Mailbox Store Usage
	Exchange IS Service
	Information Store
	Mailbox Store: Messages Delivered / minute 

Mailbox Store: Messages Sent / minute 

Mailbox Store: Messages Submitted / minute
	


	Exchange MTA Usage
	Exchange MTA
	MTA Stacks
	Message Transfer Agent (MTA): Message Bytes / second 

Message Transfer Agent (MTA): Messages Processed / second
	


	Exchange POP3 Usage
	Exchange POP3 Service
	POP3
	POP3: Messages Retrieved (RETR) / second 

POP3: Logons (USER rate) / second
	


	Exchange SMTP Usage
	Exchange SMTP
	SMTP
	SMTP: Message Bytes Received / second 

SMTP: Message Bytes Sent / second 

SMTP: Messages Delivered / second
	


	Exchange WebMail Usage
	Exchange OWA
	OWA
	Outlook Web Access: Message Opens / second 

Outlook Web Access: Total Messages Sent
	Only on front end servers

	Highest Growth mailboxes
	Exchange Database Storage
	Exchange Storage
	Performance Collection Rule to Collect Mailbox Statistics - Top Mailbox by Size
	Performance collection rule runs daily.

	Highest Growth Public Folders
	Exchange Database Storage
	Exchange Storage
	Performance Collection Rule to Collect Public Folder Statistics - Public Folder by Size
	Performance collection rule runs daily.

	MTA Work Queue Length by Day
	Exchange Queue
	Queue
	Performance Collection Rule for MTA Work Queue Length.
	


	SMTP In: Top 100 Recipients by Message Count
	Exchange Database Storage
	Exchange Storage
	Needs rule "Performance Collection Rule to Collect Message Tracking Log Statistics for Exchange Event Type 1004 - Top Destinations by Message Count" Enabled
	Performance collection rule runs daily.

	SMTP In: Top 100 Recipients by Size
	Exchange Database Storage
	Exchange Storage
	Needs rule "Performance Collection Rule to Collect Message Tracking Log Statistics for Exchange Event Type 1004 - Top Destinations by Size" Enabled
	Performance collection rule runs daily.

	SMTP Out: Top 100 Senders by Message Count
	Exchange Database Storage
	Exchange Storage
	Needs rule "Performance Collection Rule to Collect Message Tracking Log Statistics for Exchange Event Type 1003 - Top Senders by Message Count" Enabled
	Performance collection rule runs daily.

	SMTP Out: Top 100 Senders by Size
	Exchange Database Storage
	Exchange Storage
	Needs rule "Performance Collection Rule to Collect Message Tracking Log Statistics for Exchange Event Type 1003 - Top Senders by Size" Enabled
	Performance collection rule runs daily.

	Top 100 Mailboxes by Message Count
	Exchange Database Storage
	Exchange Storage
	Performance Collection Rule to Collect Mailbox Statistics - Top Mailbox by Message Count
	Performance collection rule runs daily.

	Top 100 Mailboxes by Size
	Exchange Database Storage
	Exchange Storage
	Performance Collection Rule to Collect Mailbox Statistics - Top Mailbox by Size
	Performance collection rule runs daily.

	Top 100 Public Folders by Message Count
	Exchange Database Storage
	Exchange Storage
	Performance Collection Rule to Collect Public Folder Statistics - Public Folder by Message Count
	Performance collection rule runs daily.

	Top 100 Public Folders By Size
	Exchange Database Storage
	Exchange Storage
	Performance Collection Rule to Collect Public Folder Statistics - Public Folder by Size
	Performance collection rule runs daily.


Appendix: Self Tuning Threshold Monitors

The following table lists the Exchange 2003 counters where the Management Pack uses Self Tuning Threshold Monitors. For reference, the corresponding baseline collection rules are also listed. In some cases, you have a choice of using either a Self Tuning Threshold Monitor or a static Monitor. 

	Perf Object
	Perf Counter/Instance
	Rule
Monitor
Name
	Type
	Enabled?
	Default
Thresh
(static
Monitors
only)

	Memory
	Pool Nonpaged Bytes
	Baseline Collection Rule for OS Memory Pool Non-Paged Bytes
	STT Rule
	Yes
	

	
	
	Memory Pool Non-Paged Bytes Monitor
	STT

Monitor
	Yes
	

	Microsoft Exchange ActiveSync
	Ping Last Heartbeat Interval
	Baseline Collection Rule for Exchange Active Sync Heartbeat Interval
	STT Rule
	Yes
	

	
	
	Exchange Active Sync Heartbeat Interval Monitor
	STT

Monitor
	Yes
	

	MSEchangeIS
	RPC Averaged Latency
	Baseline Collection Rule for IS 'RPC Latency'
	STT Rule
	Yes
	

	
	
	IS RPC Latency Monitor
	STT

Monitor
	No
	

	
	
	IS RPC Latency Monitor (Consecutive Samples)
	Static
	Yes
	50

	Process
	Virtual Bytes/STORE
	Baseline Collection Rule for IS Virtual Bytes
	STT Rule
	Yes
	

	
	
	IS Virtual Bytes Monitor
	STT

Monitor
	Yes
	

	MSExchangeIS
	RPC Requests
	Baseline Collection Rule for IS RPC Requests
	STT Rule
	Yes
	

	
	
	IS RPC Requests Monitor
	STT

Monitor
	Yes
	

	MSExchangeOMA
	Last Response time/_Total
	Baseline Collection Rule for Outlook Mobil Access 'Last Response Time'
	STT Rule
	Yes
	

	
	
	Outlook Mobile Access Last Response Time Monitor
	STT

Monitor
	Yes
	

	MSExchangeMTA
	Work Queue Length
	Baseline Collection Rule for MTA Work Queue Length
	STT Rule
	Yes
	

	
	
	MTA Work Queue Monitor
	STT

Monitor
	Yes
	

	MSExchangeIS Mailbox
	Send Queue Size/_Total
	Baseline Collection Rule for Mailbox Store Send Queue Length
	STT Rule
	Yes
	

	
	
	MB Store Send Queue Monitor
	STT

Monitor
	No
	

	
	
	MB Store Send Queue Monitor (Consecutive Samples)
	Static
	Yes
	500

	MSExchangeIS Public
	Receive Queue Size/_Total
	Baseline Collection Rule for Information Store Public Folder Receive Queue Size
	STT Rule
	Yes
	

	
	
	Public Folder Receive Queue Monitor
	STT

Monitor
	Yes
	

	SMTP Server
	Messages Pending Routing/_Total
	Baseline Collection Rule for SMTP Server Message Pending Routing
	STT Rule
	Yes
	

	
	
	SMTP Messages Pending Routing Monitor
	STT

Monitor
	Yes
	

	SMTP Server
	Remote Retry Queue Length/_Total
	Baseline Collection Rule for SMTP Server Remote Retry Queue Length
	STT Rule
	Yes
	

	
	
	SMTP Remote Retry Queue Monitor
	STT

Monitor
	No
	

	
	
	SMTP Remote Retry Queue Monitor (Consecutive Samples)
	Static
	Yes
	500

	SMTP Server
	Local Retry Queue Length/_Total
	Baseline Collection Rule for SMTP Server Local Retry Queue
	STT Rule
	Yes
	

	
	
	SMTP Local Retry Queue
	STT

Monitor
	Yes
	

	MSExchangeIS Transport Driver
	Current message from MSExchangeMTA/_Total 
	Baseline Collection Rule for Information Store to MTA Messages Queue Length
	STT Rule
	Yes
	

	
	
	IS from MTA Message Queue Monitor
	STT

Monitor
	Yes
	

	SMTP Server
	Local Queue Length/_Total
	Baseline Collection Rule for SMTP Server Local Queue
	STT Rule
	Yes
	

	
	
	SMTP Local Queue Monitor
	STT

Monitor
	No
	

	
	
	SMTP Local Queue Monitor (Consecutive Samples)
	Static
	Yes
	1000

	MSExchangeIS Mailbox
	Receive Queue Size/_Total
	Baseline Collection Rule for Mailbox Store Receive Queue Length
	STT Rule
	Yes
	

	
	
	MB Store Receive Queue Monitor
	STT

Monitor
	Yes
	

	SMTP NTFS Store Driver
	Messages in the queue directory/_Total
	Baseline Collection for SMTP Message Queue Directory
	STT Rule
	Yes
	

	
	
	SMTP Message Queue Directory Monitor
	STT

Monitor
	No
	

	
	
	SMTP Message Queue Directory Monitor (Consecutive Samples)
	Static
	Yes
	500

	SMTP Server
	Categorizer Queue Length/_Total
	Baseline Collection Rule for SMTP Server Categorizer Queue
	STT Rule
	Yes
	

	
	
	SMTP Categorizer Queue Monitor
	STT

Monitor
	Yes
	

	MSExchangeIS Transport Driver
	TempTable Current/_Total
	Baseline Collection Rule for Information Store temp table number of entries
	STT Rule
	Yes
	

	
	
	IS Transport Temp Table Monitor
	STT

Monitor
	No
	

	
	
	IS Transport Temp Table Monitor (Consecutive Samples)
	Static
	Yes
	600

	SMTP Server
	Remote Queue Length/_Total 
	Baseline Collection Rule for SMTP Server Remote Queue Length
	STT Rule
	Yes
	

	
	
	SMTP Remote Queue Monitor
	STT

Monitor
	No
	

	
	
	SMTP Remote Queue Monitor (Consecutive Samples)
	Static
	Yes
	1000

	MSExchangeIS Transport Driver
	Current messages to MSExchangeMTA/_Total
	Baseline Collection Rule for Information Store to MTA Messages Queue Length
	STT Rule
	Yes
	

	
	
	IS to MTA Message Queue Monitor
	STT

Monitor
	Yes
	


Appendix: Rules and Monitors Incompatible with Service Center Essentials

The following rules and monitors will not work with Service Center Essentials (SCE):

Discovery Rules


Exchange 2003 Active Sync Discovery


Exchange 2003 Outlook Mobile Access Discovery


Exchange 2003 Outlook Web Access Discovery


Exchange 2003 Queue Discovery


Exchange 2003 Mailflow Discovery

Unit Monitors

	Display name
	Target

	Check Services Monitor
	Exchange 2003 Role

	Disk Space Monitor
	Exchange Database Storage

	EXBPA Run Local Monitor
	ExBPA Component

	Exchange Active Sync Monitor
	Exchange EAS

	Exchange Mail Flow Monitor (Receiver Part)
	Exchange Mail Flow

	Exchange Mail Flow Monitor (Sender Part)
	Exchange Mail Flow

	Exchange MAPI Logon Monitor
	Exchange MAPI logon

	Databases Log Generation Checkpoint Depth Monitor
	Exchange Database Storage

	LDAP Search Time Monitor
	Exchange IS Service

	MTA Queue Length per Connection Monitor
	Exchange Queue

	Outlook Mobile Access Monitor
	Exchange OMA

	Outlook Web Access Logon Monitor
	Exchange OWA

	SSL should be enabled
	Exchange 2003 Role

	Log Files Truncated Monitor
	Exchange Database Storage

	SMTP Queues Monitor
	Exchange SMTP


Rules

	Display name
	Target

	An incorrect parameter was sent to the Received Mail script
	Exchange Mail Flow

	Check services to monitor registrykey
	Exchange 2003 Role

	Event Collection Rule to Check services to monitor registrykey
	Exchange 2003 Role

	Event Collection Rule to Check services to monitor registrykey
	Exchange 2003 Role

	Event Collection Rule to Check services to monitor registrykey
	Exchange 2003 Role

	Clock synchronization problem
	Exchange Mail Flow

	Collect database size per server
	Exchange Database Storage

	Event Collection Rule to Collect database size per server
	Exchange Database Storage

	Event Collection Rule to Collect database size per server
	Exchange Database Storage

	Performance Collection Rule to Collect Mailbox Statistics - Average Mailbox Message Size
	Exchange Database Storage

	Performance Collection Rule to Collect Mailbox Statistics - Average Mailbox Message Count
	Exchange Database Storage

	Performance Collection Rule to Collect Mailbox Statistics - Top Mailbox by Size
	Exchange Database Storage

	Performance Collection Rule to Collect Mailbox Statistics - Median Mailbox Size
	Exchange Database Storage

	Performance Collection Rule to Collect Mailbox Statistics - Median Mailbox Message Count
	Exchange Database Storage

	Performance Collection Rule to Collect Mailbox Statistics - Top Mailbox by Message Count
	Exchange Database Storage

	Failure in Mailbox Statistics Collection Script
	Exchange Database Storage

	Need to run Configuration Utility
	Exchange Database Storage

	Event Collection Rule to Collect Mailbox Statistics
	Exchange Database Storage

	Event Collection Rule to Collect Mailbox Statistics
	Exchange Database Storage

	Event Collection Rule to Collect Mailbox Statistics
	Exchange Database Storage

	Event Collection Rule to Collect Mailbox Statistics
	Exchange Database Storage

	Event Collection Rule to Collect Mailbox Statistics
	Exchange Database Storage

	Event Collection Rule to Collect Mailbox Statistics
	Exchange Database Storage

	Event Collection Rule to Collect Mailbox Statistics
	Exchange Database Storage

	Event Collection Rule to Collect Mailbox Statistics
	Exchange Database Storage

	Event Collection Rule to Collect Mailbox Statistics
	Exchange Database Storage

	Collect Message Tracking Log Statistics:Failure in Message Tracking Log Collection Script
	Exchange Database Storage

	Event Collection Rule to Collect Message Tracking Log Statistics Pass
	Exchange Database Storage

	Event Collection Rule to Collect Message Tracking Log Statistics Pass
	Exchange Database Storage

	Event Collection Rule to Collect Message Tracking Log Statistics Pass
	Exchange Database Storage

	Event Collection Rule to Collect Message Tracking Log Statistics Pass
	Exchange Database Storage

	Collect number of mailboxes per server
	Exchange Database Storage

	Event Collection Rule to Collect number of mailboxes per server
	Exchange Database Storage

	Event Collection Rule to Collect number of mailboxes per server
	Exchange Database Storage

	Event Collection Rule to Collect number of mailboxes per server
	Exchange Database Storage

	Collect Operating System Server Information
	Exchange 2003 Role

	Event Collection Rule to Collect Operating System Server Information
	Exchange 2003 Role

	Event Collection Rule to Collect Operating System Server Information
	Exchange 2003 Role

	Event Collection Rule to Collect Operating System Server Information
	Exchange 2003 Role

	Event Collection Rule to Collect Operating System Server Information
	Exchange 2003 Role

	Event Collection Rule to Collect Operating System Server Information
	Exchange 2003 Role

	The 3GB virtual address space option is enabled on a machine with less than 1 Gb of physical memory
	Exchange 2003 Role

	The 3GB virtual address space option is not enabled
	Exchange 2003 Role

	Performance Collection Rule to Collect Public Folder Statistics - Average Public Folder  Size
	Exchange Database Storage

	Performance Collection Rule to Collect Public Folder Statistics - Average Public Folder Message Count
	Exchange Database Storage

	Performance Collection Rule to Collect Public Folder Statistics - Median Public Folder Size
	Exchange Database Storage

	Performance Collection Rule to Collect Public Folder Statistics - Median Public Folder Message Count
	Exchange Database Storage

	Performance Collection Rule to Collect Public Folder Statistics - Public Folder by Size
	Exchange Database Storage

	Performance Collection Rule to Collect Public Folder Statistics - Public Folder by Message Count
	Exchange Database Storage

	Collect Public Folder Statistics: Failure in Mailbox Statistics Collection Script
	Exchange Database Storage

	Need to run Configuration Utility
	Exchange Database Storage

	Event Collection Rule to Collect Public Folder Statistics
	Exchange Database Storage

	Event Collection Rule to Collect Public Folder Statistics
	Exchange Database Storage

	Event Collection Rule to Collect Public Folder Statistics
	Exchange Database Storage

	Event Collection Rule to Collect Public Folder Statistics
	Exchange Database Storage

	Event Collection Rule to Collect Public Folder Statistics
	Exchange Database Storage

	Event Collection Rule to Collect Public Folder Statistics
	Exchange Database Storage

	Event Collection Rule to Collect Public Folder Statistics
	Exchange Database Storage

	Event Collection Rule to Collect Public Folder Statistics
	Exchange Database Storage

	Event Collection Rule to Collect Public Folder Statistics
	Exchange Database Storage

	Collect Server Information
	Exchange 2003 Role

	Failure to get MOM test mailbox account information
	Exchange 2003 Role

	Event Collection Rule to Collect Server Information
	Exchange 2003 Role

	Event Collection Rule to Collect Server Information
	Exchange 2003 Role

	Event Collection Rule to Collect Server Information
	Exchange 2003 Role

	Configuration problem detected by the mail flow receiver script
	Exchange Mail Flow

	Configuration problem detected by the mail flow sender script
	Exchange Mail Flow

	Error: Mail flow message not received
	Exchange Mail Flow

	ExBPA_Error_1_Rule
	ExBPA Component

	EXBPA_Event_Collection_Rule
	ExBPA Component

	ExBPA_Warning_1_Rule
	ExBPA Component

	Performance Collection Rule for Exchange ActiveSync logon latency
	Exchange EAS

	Exchange ActiveSync logon failure: Bad Request
	Exchange EAS

	Exchange ActiveSync logon failure: Forbidden
	Exchange EAS

	Exchange ActiveSync logon failure: General Error
	Exchange EAS

	Exchange ActiveSync logon failure: Internal Server Error
	Exchange EAS

	Exchange ActiveSync logon failure: Server
	Exchange EAS

	Exchange ActiveSync logon failure: Unexpected Error
	Exchange EAS

	Exchange Server does not have a MOM test mailbox account
	Exchange 2003 Role

	Failed to probe the state of monitored services
	Exchange 2003 Role

	Failure to get MOM test mailbox account information
	Exchange 2003 Role

	General errors in the mail flow receiver script
	Exchange Mail Flow

	General errors in the mail flow sender script
	Exchange Mail Flow

	IIS Lockdown was not found on a server
	Exchange 2003 Role

	Mail flow latency exceeded the specified threshold
	Exchange Mail Flow

	Performance Collection Rule for Mail flow receiver
	Exchange Mail Flow

	Mail flow script cannot resolve recepient's address
	Exchange Mail Flow

	MAPI Logon Failure.
	Exchange MAPI logon

	Performance Collection Rule for MAPI logon latency
	Exchange MAPI logon

	MAPI Logon Failure: Cannot verify Exchange Information Store service availability due to an unexpected error
	Exchange MAPI logon

	MAPI Logon Failure: Error preventing MAPI logon attempt
	Exchange MAPI logon

	Event Collection Rule for MAPI logon failure
	Exchange MAPI logon

	Event Collection Rule for MAPI logon failure
	Exchange MAPI logon

	Event Collection Rule for MAPI logon failure
	Exchange MAPI logon

	MAPI Logon Failure: Test mailbox residing on the wrong server
	Exchange MAPI logon

	Message Tracking Logs have Everyone group listed in the ACL permission
	Exchange Database Storage

	MOM Test account without an Exchange mailbox
	Exchange 2003 Role

	MOM test mailbox account residing on different Exchange server than intended
	Exchange 2003 Role

	More than one MOM test mailbox account in the same mailbox database(MOM)
	Exchange 2003 Role

	No MOM test mailbox account for some mailbox databases
	Exchange 2003 Role

	Performance Collection Rule for Outlook Mobile Access logon latency
	Exchange OMA

	Outlook Mobile Access logon failure: ASP.NET errors
	Exchange OMA

	Outlook Mobile Access logon failure: Device type not supported (Web.config file is modified)
	Exchange OMA

	Outlook Mobile Access logon failure: General error during synthetic Outlook Mobile Access logon
	Exchange OMA

	Outlook Mobile Access logon failure: Incorrect password or mailbox not created
	Exchange OMA

	Outlook Mobile Access logon failure: Mailbox hosted on an Exchange Server version earlier than 2003
	Exchange OMA

	Outlook Mobile Access logon failure: Network problem
	Exchange OMA

	Outlook Mobile Access logon failure: Outlook Mobile Access configuration errors
	Exchange OMA

	Event Collection Rule for Outlook Mobile Access logon failure
	Exchange OMA

	Event Collection Rule for Outlook Mobile Access logon failure
	Exchange OMA

	Event Collection Rule for Outlook Mobile Access logon failure
	Exchange OMA

	Outlook Mobile Access logon failure: Unable to connect
	Exchange OMA

	Outlook Mobile Access logon failure: Unexpected errors
	Exchange OMA

	Outlook Mobile Access logon failure: Wireless access is not enabled for the account
	Exchange OMA

	Performance Collection Rule for Outlook Web Access logon latency
	Exchange OWA

	Outlook Web Access logon failure: Access forbidden
	Exchange OWA

	Outlook Web Access logon failure: Authentication error
	Exchange OWA

	Outlook Web Access logon failure: (HTTP error 400) Bad Request
	Exchange OWA

	Outlook Web Access logon failure: General error during synthetic Outlook Web Access logon
	Exchange OWA

	Outlook Web Access logon failure:  General HTTP error
	Exchange OWA

	Outlook Web Access logon failure: (HTTP error 404) Page not found
	Exchange OWA

	Outlook Web Access logon failure: Proxy Authorization Required
	Exchange OWA

	Outlook Web Access logon failure: Request Time Out
	Exchange OWA

	Outlook Web Access logon failure: Server returned an unknown error
	Exchange OWA

	Outlook Web Access logon failure: Service Unavailable
	Exchange OWA

	Outlook Web Access logon failure: (HTTP error 401) Unauthorized
	Exchange OWA

	Outlook Web Access logon failure: Unexpected error during synthetic Outlook Web Access logon
	Exchange OWA

	Outlook Web Access logon failure: Webexception
	Exchange OWA

	Service verification. Service to be monitored is not installed
	Exchange 2003 Role

	Timeout when calling mail flow receiver object
	Exchange Mail Flow

	Timeout when calling the mail flow sender object
	Exchange Mail Flow

	Verify IIS Lockdown was run
	Exchange 2003 Role

	Verify IIS Lockdown was run
	Exchange 2003 Role

	Event Collection Rule to Verify Log Files Are Being Truncated
	Exchange Database Storage

	Event Collection Rule to Verify Log Files Are Being Truncated
	Exchange Database Storage

	Event Collection Rule to Verify Log Files Are Being Truncated
	Exchange Database Storage

	Verify Message Tracking Log shares are locked down
	Exchange Database Storage

	Event Collection Rule to Verify Message Tracking Log shares are locked down
	Exchange Database Storage

	Event Collection Rule to Verify Message Tracking Log shares are locked down
	Exchange Database Storage

	Verify Test Mailboxes
	Exchange 2003 Role

	Warning: Mail flow message not received
	Exchange Mail Flow


PAGE  

